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This web site contains system-programming exercises in the Windows environ-
ment. These exercises are designed to serve as programming assignments in "Op-
erating Systems” courses in universities and colleges, but they are also appropriate
for related courses and for self study.

In a university course, these exercises are designed to be assigned at a rate of
one per week. The scope of each exercise and the API documentation that each
exercise provides allows students with some programming experience in the C lan-
guage to complete each assignment in a few hours. Obviously, the amount of effort
required to solve each exercise varies with the exercise and with the programming
proficiency of the student, but normally, solving an assignment should not take
more than a couple of hours. Obviously, not all exercises can be assigned in a sin-
gle 13 or 14-week semester. In Tel-Aviv University, we assign between 10 and 12
exercises each semester.

We built the exercises according to several principles:

e Computer-science graduates (and programmers in general) should be famil-
iar with the entire range of services that the operating system provides to
programs. This familiarity helps students understand the structure of the op-
erating system and its components, and improves their programming skills.
Therefore, the exercises cover the entire range of operating-system services,
even though they do not cover each API call (Windows supports hundreds of
system calls, so covering all of them is impractical).

e The best way to cover such a large amount of material is using a series of rel-
atively small programming assignments. Small weekly programming assign-
ments allow students to focus on one operating-system service type in each
assignment, they avoid software-engineering issues that always arise in large
programs, and they encourage students to work throughout the semester.

e To allow students to solve each exercise within a few hours, the assignments
include most of the API documentation that is required. That is, the system
calls and other aspects of the operating-system interface are documented in



the text of the assignment. This documentation allows students to quickly
learn the relevant part of the APL

e Being able to browse and understand the API documentation is an imporant
skill for programmers. To help students acquire this skill, the assignments
sometimes do not include all the required documentation. The students are
encouraged to browse the online documentation and to find out the missing
details. Under windows, this documentation is part of the Microsoft Devel-
oper Network (MSDN), which is available online at msdn.microsoft.com. The
documentation is also usually installed as part of the development tools.

While developing these exercises, we also implemented solution programs to all the
exercises. We will be happy to distribute these solutions to teachers who use these
exercises in their courses. We do not make these solusions available to students,
and we ask other teachers not to distribute our solutions to students.

Hebrew-language programming exercises. The exercises are designed to teach
Win32 system programming. They are intended for use as homework assignments
in Operating Systems courses in universities, but they are also suitable for self-
study. The exercises were prepared by Sivan Toledo from the School of Computer
Science, Raimond and Beverly faculty of exact sciences, Tel-Aviv University, where
they were used in Operating-Systems courses.

These teaching materials are also available in a printer-friendly PDF format, as
well as in Hebrew.

These teaching materials were prepared by Sivan Toledo from the school of
Computer Science in Tel-Aviv University, where they were used in Operating-
Systems courses. These exercises were prepared with support from a Curriculum
Development Grant from Microsoft Research.



Basic File Input/Output

This programming exercise shows how to write a simple Windows program and
how to use basic system calls related to file input-output.

Structure of a C program under Windows (ellipsis indicate missing code):

#define UNICODE
#define _UNICODE
#include <windows.h>
#include <tchar.h>

int _tmain(int argc, LPTSTR argv[])
{
if (argc < 2) { /* assuming the program needs 1 ar-
gument */
_tprintf( _T("usage: %s <arg>\n"),
argv[0]);

exit(1); /* stop the program; report error */ }

return 0; /* successful return */

}

Even such a simple program shows two interesting aspects of Win32 programming.
The way characters are encoded is the first aspect. A Win32 program can represent
characters using either 8 or 16 bits. When each character is represented by 8 bits,
the meaning of each character dependes on an encoding, which is a mapping of in-
tegers to characters. In a Hebrew encoding, for example, the number 224 represents
the Hebrew letter Aleph, but in a European encoding, 224 represents an accented
Latin letter. When each characters is represented by 16 bits, the operating system
always uses an encoding called Unicode. In Unicode, each letter has a distinct rep-
resentation, so a single string can contains text in both Hebrew, French, Japanese,
and Arabic, for example.

To allow the same source program to be compiled into either an 8-bit program
and into a 16-bit program, Microsoft defined a generic data type for characters,
TCHAR. When you build a program and the two preprocessor variables UNICODE
and _UNICODE, are defined, as in this program, TCHAR stands for a 16-bit data
type. But when the two variables are not defined, TCHAR stands for an &-bit data
type. These preprocessor variables also control the meaning of the macro _T and of
library functions like _tprintf. This program will compile into a 16-bit program
that calls Win32 system calls that expect and return strings of 16-bit characters, but
if we remove the first two lines, the program will compile into a valid 8-bit program.

To ensure that your programs work in both 16-bit and &-bit environment, you
need to follow the following rules:

e The function called by the operating system is _tmain, not main.

e Literal strings must be wrapped by the macro _T.



e Characters and character arrays must be declared using the data type TCHAR,
not CHAR.

e The program must call Microsoft version of the string-handling utility func-
tions, not the functions in the C standard library.

Other operating systems, such as Unix, Linux, and MacOS X, represent Unicode
strings differently. In these operating systems, Unicode strings are usually encoded
by strings of &bit bytes in an encoding called UTF-8. Some Unicode characters
are encoded by one byte, some by two, and some by three or more. The main
disadvantage of this approach is that the number of words (8-bit bytes or 16-bit
unsigned shorts) in a string no longer corresponds to the length of the strings in
letters. The main advantage of this approach is that strings passed to and from
the operating system continue to be of 8-bit bytes, and that the encoding of ASCII
strings is the same under UTF-8 as under ASCII.

Another important aspect of Win32 that this program shows is the use of pre-
defined data types. The most importat of these are

e Boolean variables of type BOOL and their corresponding literal constants
TRUE and FALSE.

e 32-bit nonnegative integers of type DWORD.

e Pointers, whose name usually follows the pattern LP*, such as LPVOID,
pointers to TCHAR whose name is (for some strange reason) LPTSTR, and
so on.

e Variables that represent some resource that the operating system has granted
access to, of type HANDLE. Handles represent open files, for example.

Almost any program that uses Win32 system calls must include the header files
windows.h and tchar.h. From now on we will not mention them with every
system call, but they are always needed.

Many Win32 system calls return a boolean value that indicates success or fail-
ure. The value TRUE represents success and the value FALSE represents failure.
To find out why a system call failed, call GetLastError (), which returns an er-
ror code of type DWORD. The library routine FormatMessage translates the error
code into a human-readable string. (Readable, but unfortunately, not always easy
to understand.)

Opening a File: The system call CreateFile opens an existing file and/or creates
a new one. It returns an identifier, which the program can later use to read and
write from and to the file, as well as to perform certain other actions on the file. If
the call fails, it returns the value INVALID_HANDLE_VALUE.



HANDLE CreateFile(
LPCTSTR filename,
DWORD access_flags,
DWORD share_mode_flags,
LPSECURITY_ATTRIBUTES sa,
DWORD create_flags,
DWORD attributes_and_flags,
HANDLE template_file);

The first argument is the name of the file that you want to open, such as . .\data
or C:\Temp\xyz.dat.

The second argument specifies whether you want to open the file for reading,
writing, or both. These actions are denoted by the constants GENERIC_READ and
GENERIC_WRITE. You can request to perform both reads and writes by or-ing the
two constants.

The third argument allows or denies other processes (programs) access to the
file while it is open. The value O forbids the operating system to open the file again
(from other files or even again from this program) until we close it. The values
FILE_SHARE_READ and FILE_SHARE_WRITE allow other programs to open the
file for reading or writing while it is open. You can allow both reading and writing
by or-ing the two values.

The fourth argument is related to access permissions; for now, we will use NULL,
which instructs the operating system to use the default behavior.

The fifth argument tells the operating what to do if the file exists or what to do
if it does not exist.

e The value create_new causes the operating system to create a new file if no
such file exists, or to fail the system call if the file already exists.

e The value CREATE_ALWAYS causes the creation of a new file, whether or not
a file with the specified name exists.

o The value OPEN_EXISTING causes failure if the file does not exist.

e The value OPEN_ALWAYS causes an existing file to be opened, if it exists, or a
new one to be created, otherwise.

e The value TRUNCATE_EXISTING causes failure if the file does not exist. Oth-
erwise, the existing file is trunctated to size zero.

The sixth argument allows us to specify the attributes of a new file, if the call
creates a new file, and to request special access mechanisms. For now, we will
use the default value, FILE_ATTRIBUTE_NORMAL. Attributes that you can request
with this argument include deletion of the file when the handle to it is closed, that
system calls that write to the file will block (wait) until the data has been physically
written to disk, and to declare that file accesses are mostly sequential or mostly
random.

The seventh and last argument allows the program to create a new file with the
attributes of an existing file. We will not use this capability, so we will use the value
NULL as the last argument.
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BOOL CloseHandle(HANDLE h);
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BOOL ReadFile (HANDLE h,
LPVOID buffer,
DWORD number_of_bytes_to_read,

LPDWORD number_of_bytes_actually_read,
LPOVERLAPPED overlapped) ;

BOOL WriteFile(HANDLE h,
LPVOID buffer,
DWORD number_of_bytes_to_read,

LPDWORD number_of_bytes_actually_read,
LPOVERLAPPED overlapped) ;

The first argument is a handle to an open file. The second is a pointer to an array
that should be filled from data from the file or that should be written to the file.
The third argument is the number of bytes that the program wants to transfer, and
the fourth is a pointer to a variable that will contain, once the system call returns,
the number of bytes that were actually transfered. That number might be smaller
than the number of bytes that the program wanted to transfer, if a read request
reaches the end of the file, or if a write request encounters a full disk. The last
argument is used for a form of file I/O that we will not discuss now. For now, use
NULL for the last argument.

For every open file, the operating system maintains a read/write pointer, whose
value determines the file location where the next read or write operation will occur.
Each read and write operation advances this pointer by the number of bytes actually
transfered. When a file is opened, this pointer points to the beginning of the file.

A comment about fopen, fread, etc.: The functions fopen, fclose, fread, fwrite
(and several more) perform services similar to those performed by the system calls
that we described. These functions, however, are part of the standard library of
the C language. They are not a direct interface to the operating system. Programs
that use them, instead of the native system calls, are more portable (can be moved
more easily to other operating systems). However, not every service that you can
request through the native system calls is available through the standard C library
functions. In these exercises we will use the Win32 system calls, not the C library
functions.



The assignment. Write a program that copies a file. The program should exist
with an error message if it receives less than three arguments, if the input file does
not exist, or if the output file does exist. The program must use the Win32 system
calls described above. The file must be copied using an n-byte buffer. That is, the
program reads n bytes in one system call, writes them to the output file, and so on.
The program expects three arguments: an input file name, an output file name,
and n. To translate the string that contains the input argument n to an integer, you

can use _stscanf (argv[3],_T("%d") ,&n). Use malloc to allocate the space
for the buffer:

#include <stdlib.h>
char* buffer;
buffer = (char*) malloc(n);

Measure the time it takes your program to copy a file with a million bytes or more"
Perform the measurements using the utility processtimes, which is available on
the web site. Measure the running times when you use buffers of size 1, 64, 512,
1024, 8192, and 65536. If different buffer sizes lead to significantly different run-
ning times, suggest possible causes for the differences.



Working with Temporary Files!

Still needs to be written.



Creating Processes and Running Programs
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BOOL CreateProcess(LPCTSTR path,
LPTSTR command_line,
LPSECURITY_ATTRIBUTES process_sa,
LPSECURITY_ATTRIBUTES thread_sa,
BOOL inherit_handles,
DWORD creation_flags,
LPVOID environment,
LPTSTR current_directory,

LPSTARTUPINFO startup_info,
LPPROCESS_INFORMATION process_info);
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DWORD WaitForSingleObject(
HANDLE object,
DWORD timeout_in_milliseconds);
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BOOL GetProcessTimes (HANDLE process
LPFILETIME creation_time,
LPFILETIME exit_time,
LPFILETIME kernel_time,
LPFILETIME user_time);
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BOOL GetExitCodeProcess(HANDLE process
LPDWORD exit_code);
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c:\> 1lpqg -Smambo -Phpintel

hpintel@mambo 1 job

c:\> echo Jerrorlevel},

0

¢:\> nosuchprogram

’nosuchprogram’ is not recognized as an inter-
nal or external command,

operable program or batch file.

c:\> echo Jerrorlevel},

9009

c:\>dir 1:

The system cannot find the path specified.
c:\> echo Jerrorlevel},

1
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c:\> ex-processtimes c:\windows\sysem32\1lpq.exe -
Smambo -Phpintel
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hpintel@mambo O jobs

error level O

elapsed time 0.110 seconds
user time 0.010 seconds
kernel time 0.040 seconds
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Using Signals
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#include <signal.h>

void (*signal(int signum, void (*han-
dler) (int))) (int);
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#include <signal.h>
#include <sys/types.h>

int kill(pid_t pid, int sig);
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nAva R Pomm SIGTERM 15 nbw vSph momm KT w1 nont nx Hyoi .
AT NINIRT PSS aux TTIpsa Nva Mm% [nm 750 oon Nk kill ampen
A">nnn nx

LMINIRT 0 DR 115 713MY TRwn .0MINKA 919 Nw NN [oiT nys .
TP AOIT NwRIT nona . I will survive 0TS viwd SIGTERM bw mipna
»11 5y "%nm nX Y nys o1 SIGTERM ninaxb it 71071 naw Nk ownw

?Mp m kill ampbn

nys mp M (SIGKILL ) kill -9 mmpsa winw »1 5y 5 nx ans o .
?SIGTERM-1 13 111 mpna 5pu5 (N1 o

w5 qoim SIGSEGV-2 51970 112y b 218700 naw NX Dww Tip Ao nya .
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?0 N2NdY v’

n%apn NN wr3 gdb NX 5wonw 93 510w NMw NAAINT DX MW Ny .
7"%MNiT 997 R 7MY 3Ty W D mpna (SIGSEGY) R amn Sy ninix
o wIn PSan Myt (unistd.h-a nm) getpid-% nxmp mwvynxa
MTIPET DK execv NAva HwbiS My (am wanm PYann fork mwvynxa
A"™>7nn Apon vy 9y PID oipna wxd /usr/bin/gdb ex-sig PID
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Notes for Teachers: Jobs and Process Groups

TR 01T DM WA W N NTPYINYRND FINIR NXK DWWhnn 0IRAT D190U0N0
;MW 037910 NAN 71N N3IN Y™ X monm 090N wa Wind2 Sw oo
WM (jobs) MTAYA wnnwn NR 51290 .aMamaw 013900 53 nx m7ad o Ik,
AT T W 9 M 55 IWRNT AT (process groups) D13%7N NIMAana
oW NX K91 09300 wn TnR N 3% 5wnS xTs mpn 553 .posix Sw o pwnnb
SR DMPA
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.D'WM 013°970 Y17 019137 1R KLANNW A9V N31YNA DKW 100 015 195y
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Managing Jobs

M2y y¥251 013790 Sw myiap wmon (91X 2y 555 172 NwhKN YYDt N3N
process) 07N NMAM NXPIW 1D A¥12p NAK N2 Avp 5w onomnn 93 by
7720 YK WS [N, N37Yn NRMp T SV wbn 91X NAY1 (job) Ay 1K (group
T™Iwn wAnT POANT AT 90N v 1 1Man wnw 9an awKd 0137500 IR
D1 AT 71237 (NINK MAA? Mwmsn INIK 0DMWR DX KYK) TMAA7 NIUmuviK
OK D3, 07K 050N 01y 0139900 1w 05w 05an yy mand rwb jnaw 935
(shells) navyn MmN wmsN 19IR2 TMAAY DHYY DX O™wnR 01K 15590 0onnn
N3N Sw An%1vb NR probiY wnnwnb AwoKY nan Sy an Naana mwnnwn Swnb
MR NBLYAAW 03790 5w 5173 990N YT 1T N5 OX D3 NDLYNT 1T Yniw
.0M™MpP 01K 723 171K ONIR MY*Ww 015000 IR P2 ,onp 553 nymn

process) 0737910 NMAM XIpa TAR 10 0737570 MMAN Sw 0210 1w w1 nIndm
P17 777 53 TNan 07y LopIY1 0pra 0r37%n NIMANY YT AN A10 L(group
TOX W pRRw POINAW WA TN T 1 mOKR 7w KITw Tannn oin Sw
93 WK P12 wnnwhL [Nuw 11700 M5 Sanm mrm o POnnm 1hon X mww
553 9772 P D131 11BN N1MINW 171 LNAK A271011p% D™ TMAana 0aonnn
AT 02 whnwi? AWweK Tmn KXY ,717101p% N1 1R

115202 wnanwa 11,7555 A0 KT (job) Ay Xapa wi aon

STTRYS Pdan

HANDLE CreateJobObject (LPSECU-
RITY_ATTRIBUTES sa,

LPCTSTR name) ;
BOOL AssignProcessToJobObject (HANDLE job,
HANDLE process) ;

o¥1 (57T N7™2 May NULL) minng MR oy 1712y DY aNwRT 03wnm DRmMp
™Mwn 1K 9NN DWW LNI¥I TRV WK TTAYY Tm Thn Xmpa N ow
WK ,TTAYY 79N NOTwn Wi N3t DRTMp LINIR YW 9N XD o)) moR
1 5y X% My ow 1 Sy X5 mine amm v Sy oy mmavn oa ponnm oy
79N (non

Dra™Iwn 1 PRYRY 93 031 POannw aRTY 553 7172 KT i navn 7mKo
7"™5NT MK DMWwR Y KW AR Y [9IKa PYin oMy ox ook Tmavh
RS A1 mpna mayh amx rwh provaw 185 0bon 0van vy 1Sy wnn
¥1mY N 5y 1112y 1 mMwr kS 9¥7 1250w DIRYRYT DAR JIwn T DK KT 117w
IR P ,AMAYS R Prws pm% o1 XKSw s wrnm POmnm Nk vtS My [ avn
DY IMR MY w1 N7y oy Tm y Sinnt XS poannw 13 .y Snnn® 1% nnd
X1pY w2, m1ays 11w xSy’ 5nnn% 1% awsexS 15 .CREATE_SUSPENDED 5aTm
n37ynit nRMpH

DWORD ResumeThread (HANDLE thread);

TN T ARMPE YW YW mpna Onnm Sw O wRam vInm Sw mm Kinw DIameaK oy
N127DiT 1901 NX WP T AIX™MPIT ;M1270 1801 5931 1y n ayvwin nhad 5130 vim) -1
(Y7 Pwni® nys 5157 vinaw mpna 0,19N1w 1270 D01 DK T1TNT TAR2
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:mbw rmay Sw ny npobn

BOOL TerminateJobObject (HANDLE job,
UINT  exit_code);

oW ammnw mmayb oomwnw ooinn 53 5w onYvb Nk mpionn ARMp
fxmpm Ik CreateJobObject mX™prm Yapnaw mmmi XM famm .
AMW W RIT AWT LIMBIRA Taw w Sy may nnnnw OpenJobObject

Tavaw 013"%ana Hon

D07%7yHn WK 077 Nwa Ywbi? [naw ex-job owa nuin 103 oy baann
NMwW wAn POIN DAY W Ay DAY KT AN IR DI0INNOR AW DY TR
ST PPN DX DAY KW 285 .ex—j ob Sw 5K Wi DMK R SW TIpen
SAMRBYI ex-job YW NWKIT LINIRT KIT MWW 2177 DIDIX 10D Y1 NIV K71
VIR WK1, YIIRY 130 D000,y PInn wann Ponnnw K’ aion XY avnb
TT2Y5 D ™Mwnw 013750Nn 55 NY1YD NR pIobn KT ,[mon

KT MWW YR XK NI KT, 72%2 X DIN1RIX OV N7IN0 0K 0970 WK
MNXW 7T ,1MK nmom OpenEvent Ny1vni NX™Mp MYYHNKA %W IWXIT DINART
Y17 P07 13% 0Mp TR 1PANAW TTMavs orad

:N210N71 5w maTS abyen man

| the name of the event
c:\> ex-job job-event netstat.exe -e 5
T the command line to run in the new job

TTIPBIT NX X PON JINn 09N T Mavi N91ye X prosns 1
c:\> ex-job job-event

511071 oy M npaonw CloneProcess NM3INa Wwnnwil N3N0 DR p17a% 113
W NI NAIINT MMWA BT wn TAK DINGAK DY T NUAINT DK Py Y
DW KT LPONIT AT JNKY .INSIWE MK NN 1K1 1IN0 (AT qwn Sw whbna 0379mn
.OM™Mp DI 12D ONIR 1YW D190 WK 073500 YW 19KRIVINDOPK 180N Ny
5Maa natya on%iys nR 01oY 1011 NIRRT S narya 1550 019N Nyt 1oy
NA1ya on%1vs NR 070 101 NY3 .(¥p 050N DY 172 AT qwn 0K %p XY) Nmwnn
/TR 07211 03970 NYTh vana naa Sy .an 5p NS Mnx a1 ;onansw nnsing

AN K Mmw 10-3 5w par qwn oy 19002 nineb CloseProcess NK y™iY 'K



Managing Process Groups

M2y y¥251 013790 Sw myiap wmon (91X 2y 553 11 NwhKN YYD M3vn
process) 01N NMAM NXPIW 1D A¥12p NAK N2 Avp 5w onvomnn 93 by
720 5K WS [N, N5IYn NRMp YT SY wbn [9IXA NAY1 (job) Ay 1K (group
q™IWn WART POANT AT 90N v 1 1Man iwnw 9an awKd 0137500 IR
DI T TIANAT (NINR AMAAY MmN INIR DMWN DR KYK) TMAAY NIUmLIK
OK D3, 07K 0500 01y 0139900 1w 05w 05an yy mand b jnaw 935
(shells) navyn MmN wmsn 19IR2 TMAAY DPYY DX O™ 0K 1550 0oann
NI Sw An%vb NR probib wanwnb AwoxS nan by ant Py mwanwn Swnb
MR NBLYAAW 039N 5w 5173 990N ¥ T N5 OX D3 NDLYNT 1T Y
.0M™MpP 01K 723 171K ONIR M¥"Ww 015000 IR Poanaw ,onp 553 nymn

process) 037770 NMAM X3P MK 10 0500 Man 5w oao v wr mnbna
P17 777 53 TNan 07y LopIv1 0pra 0r37%n NIMANY YT AN A10 L(group
MIYR W PRI POINAW W TMAn XYY a1 mIOR W KW AR Ponn Sw
93 WK P12 wnnwhL [Nuw 11701 M5 Sanm [ o POnnm 1hon X mww
553 9772 PYw N113IM 11BN N1MINW 171 LNAK A21011p% D™ TMAna 0aonnn
I 2102 WnNWwi TweK Tmn K7 ,A27001pY N1 1K

RITW 10 531 5mn 1OK rwS wsKy 1555 AT KT job) Ay xapa nwn o
.01375N MMAM wnnw T 5aana Sax

WM 9N 0TI AWK NOY1) WA 0900 NMAN 1w oadnn nman o
.CreateProcess n3vyni nx™pY CREATE_NEW_PROCESS_GROUP 5371 nx o™mayvm
ROX T ¥13p57 NIDMIDIK 137w, DAYW DIRYRYT 1Y WA POINTw 0137900 9
OV 117¥W OINT YW 180N X1 013790 N1AA OW 52T MK DY ¥ DA X OR
TMANT X 02w 017%ann vy Sw wnwn CREATE_NEW_PROCESS_GROUP 5aTm

;abw may Sw e npobn

BOOL GenerateConsoleCtrlEvent (DWORD control_event,
DWORD process_group) ;

07375715 N CONTROL_BREAK_EVENT X171 J1IWRAT DINIAIRT IV WKD A1 IRTMpA
TTY NIXA 2777 process_group K maonw (@910 XY 191K) 01315Nm nan Sw
073°%mNT 5w Ay™i nposn? oM ar Y93 172 .control-break nwpnb o onw
TMIXY DMWY TMAN% DD™WW 019NN O 120w D000 IRMpY Danne
O'3°"5mn  .GenerateConsoleCtrlEvent mX™pi NR y¥anw J5mNm md a91011p
1277 XS T13m 07K

NK P73 ¥DWN KT YA WK 0INIRT MY pin CONTROL_C_EVENT 7wt o3
oW 073"5n nMan Sy XY 1wt 0I1IKA 1101 80w T 5N

amnw maw yiaph nm SetConsoleCtrlHandler N3 ynim NKR™Mp My¥nRa
712731, N3N N/WRnwnt Sw ARy T2100pn Swmmo wikS on 1550 owrxb
1 Sy NN NAMon xRy aRTS X 519'00 naw e 553 T noawvnn
.O7™MK O7ARWN MW D0l 0Yap NP AN 1) m2ye

D0797yHn WK 0777 Nwa Ywbi? [nuw ex-job owa nuin 103 oy baann
RIT %W WMWAW TwI0 0137900 0MAN DAY KT ,I0T K DWINMAK AW OV X



RITW 105 .ex—pgroup YW 757X MW DWANLIRT RIT 1OV TTIpET nMww wn oin
PWRIT LIAIRT KIT MWW 2177 DIDIR 1100 VIR NI¥T KT ,WIAT POINA DR DY
NN b PN wann hannw xS Jnion X5 aynS Snmixnwt ex-pgroup Yw
D mMwnw 05N %5 N9ws DR ApIoen KT LIMON VIR WK YIRS O
s

RIT MWW YIIRT DR NANIS X7, 7253 AKX BIAR1IK OV D750 DR 0797901 WK
MKW 7T ,1MK namont OpenEvent NOvnm NX™Mp MYYHRA 15w IWRIT DINART
Y15 pro8a% 135 0T IR UPANRw 0 %nnn nMan’ o1s

:N210N71 5w TS abyen man

| the name of the event
c:\> ex-pgroup job-event netstat.exe -e 5

T the command line to run in the new job
TTTPBT NX X NOM 1IN0 079701 T Mava N91e NX prosem? 1
c:\> ex-pgroup job-event

51N oy M npmonw CloneProcess NsiNa Wwnnwil ,NM5INM DX p11ad 113
MW NIV NUDINT MMNWA AT wn STAR BINBIR DY T NNA0INT DR PTaY Y
DW KT LPOXIT AT JNKY .INSWE MK N™OR 1K1 1IN0 (AT qwn Sw wabna 0379mn
.0M™p DI 123 ONIR 1YW 01379700 WK 0737970 YW 1HKVINDOPK 180 Ny
57 NATYa on%ws NK 0105 1011 NIRWRT S NATva 1550 01%INT D1y 1oy
N2 onY1vb NX 0o 101 NV (1¥p 073790 Ny 112 a1 wn OX Yp X5) nmnrwnn
TR 021 03900 Ny vy nan Sy an 5p nviS mmx ar;anansw nmasinm

N1 K Mmw 10-3 5w par qwn oy 17002 nineb CloseProcess NK y™iY 'K
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Mapping Files to Memory

"2 omIn1 MayaS nam Sy NRT n917M wanwas amS orvap monS b ar S1uana
71T 12 MIYIW NN N

DYV DTM¥Y WK .05 WA NINYM y¥ann (173717 y2p 1em i paanb yamp nem
1K) Y22 DMOK MK DBNAN WA NS5 yAipa omw 0pbn monk qwarknw e
M35 (ya1pm 3 nX

HANDLE CreateFileMapping(
HANDLE file,
LPSECURITY_ATTRIBUTES sa,
DWORD  protection,
DWORD max_size_high,
DWORD max_size_low
LPCTSTR mapping_name) ;

Wi IR % OMp AANE NMNINAW YAlp Swoommm XKW NWRIT LINLANRT
Y21p K51 porT1a T RN poa oMY misn owpanox INVALID_HANDLE_VALUE
NULL X ,7yy MMt 0¥y NNS 0umnyn KW NIRWAT A¥1) W DIR1IRT .0MDn
Y2Ip JINn R1PY YN DRI YR WwSWE DINIART MKW 175 0tnvn R OR
1 5y nuyrn 55T mmweKT 21035 on X1ph 0a 1K 19105 21035 1179715 hmn
01 1n"1.PAGE_READWRITE-1,PAGE_WRITEONLY PAGE_READONLY 0b1an DY
17D Py MY 15 AYYDT N wnb mnw PAGE_WRITECOPY 5121701 71w R v
D7R2T DWANIIRT W MBI DYY 7T MW NUIMNAW yR1p2 00T S )18 MIKa
N1MAYINW ,N17270 64-21 A¥1M Snopnn ST e SwoYn opnt STan nx ouanvn
X7 "Sm0pnn STanw navyn o STan n1ava K 93 Mo 32 SwoDannak 1wl
TTIMRIT VIRIIRT (QI1TETT MK NX 070101 DX 0 57 N My’ Mox) yapn 57 viws
1171010 110N 12 wnnwh 0UTnyn 1K OR ,MDMT DYYS DPRAYn 1KY DW X1

NAWM 7K N 1R M TMAR IRMPE 13D 0T NI Owa M9 OYY DX
Wi nx T GetLastError () mvpme% axmp mry mpna bax (xmw
.ERROR_ALREADY_EXISTS

"M ¥y mm 5ap5 0 .CloseHandle narya 5703 07 nwn 119 OYY DR
.OpenFileMapping m¥pnnit narya ovp

IR YPARY ARMP T HY DMY MYy MBMIT NR

void* MapViewOfFile(
HANDLE file_mapping,
DWORD access,
DWORD file_offset_high,
DWORD file_offset_low
SIZE_T view_size);

BOOL UnmapViewOfFile(void* address) ;

,OpenFileMappin X CreateFileMapping ™ Sy wmnw nmm nbapn axk™Mpn
DLIAMIRT  .yAPI DX NEM AYYHAT NOWn 1PORW MO MRS ylavn T
T LRBARM TMnT PPS 02 0uUTnyn UKW OWNI A0 DR OIRNA 1w
{(DMAR 0912770 0137Y2 Wnnwn SaxR Momit D¥YY Dvn protection vrnIxe
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JFILE_MAP_COPY-1 FILE_MAP_ALL_ACCESS FILE_MAP_WRITE,FILE_MAP_READ
DIAMIRM DM FIDIMIW YAIP2 PWRIT NIAT,LOITT NX D1MYA DIRIT DWINART W
.Y21p 53 NK Mbn% 0717 Yn OK 0 1K ,ADINW ALW YT DX PNXA

nm Sy .a%yorn navvn Sw gTm S Sw abips nenb avn yapn nbnnn vornn
;7712 LIPIR NYapnw GetSystemInfo mawb a%nn x1p% wr a7 YT NK b
R 513 nR Ixknn 15w dwPageSize mwnw ,SYSTEM_INFO oinvwn maan Sw nans
.0mn1a

021N NIPNYT NIND) 091 0wYaph mwaS qvwsr Ay quiw X1 Dvap MM
1’2 DMINI NNAYIT NIWBRN XYM (79737 712091 7K™ IWRN 7%Y5in NoIvn N2
13 DWnnwn 0137500 IDoRWw AR MBM 0¥y Ny v 5y 05nn

N7 NI Sw vInnaR oy paY naw wind2mmap owa nnasin 2na oy Suann
LIANMIR DY DYD 53 (@MW MNPA3) OPHRYD NN DK PN WHNWHT WK W IR T
OV YW pMy W DINLAKT DY A¥YNAW N13IN5 v5p3 bopy TOpno Y137 X AnR
M2V TOPITW BOPLIT TP MSW MWW Dya 5321 vHDd VOPLIT NX DT T LINININT
NWY DM wnnwnit st MK 5w Mevma winw 1 Sy vban 35ins vhpn onnn
P2 S'Nnw vopL Sw %P 111 Yy NyY5 n1aoIna

NWRIT NI M0 QITETT MK QoW MEm T Sy [ nwpnn mMmsIngm
NMYAS wnwn Muwm IRWT ,MISINT 12 N0IW N1TIPD NNAVY Whawn m81hmnm MKl
WANWNIW [17¥0 TP T RN IDImMna PR WK N0 YW mynwnn .oopoun
KIp1 RS [7yW mIBIANM AR AT AND vSpn Ponnw vn R 7w mvyS wpna
VORI POINW NI 3 NR o7 V5o Ponw rvn N wvm wbon oan 1 Sy
72T MYTIT NMAYAY T AR LTYY NTIpE% 1K Mo NN JTnnn KM, aow
WIRM IWHNR 1IN Sy R NN NYIYYSY TaNS/RMPpY qmwnm 9T N1om
D51 D777 DU Y] R S P1aann s proon X Yax pbnb poa
071375 172 nwpn?

Mm% AN .scanf narva vIbpS wr vop NXY printf narya oIS wr vYEM NK
MI® NX Jaonw 0-71 5513 0min 81 1y Sw nmamm m1%s) omin 80-5 Haxm vop nmw KW
Képlaklniahy]

WinObj nwminm nava  .oabw wnnwni owa 5nna% amn mbmi Dyyin ow
NAN MM DYY NK NIKIY WHK www.sysinternals.com INXR 7MY [Naw
.BaseNamedObject

PR OTp @907 AWK O3 D72 KT DX T0IK 101 071500 DX 1A073/3103 1
WA TAYY 1My X)) vY5I YN NK 0Tp DY NN WK on vhbi YN
2ompni

™1 S5Y NNX Dy P71 mayimw NN 0™yh 08Tn vYeT NIINW 13N ORI .2
.pn1% w1 2nmmm oy 57N 198 NN (3N ORI PUYPT NN

DIAMIRT IR LINIRD N NY2PK KT OXW D NAINT DR M2 w2 nys .3

NMINW NYD (307 DX AITETT NIK D1pn2 ,MDMY Whww yap DW XKNT AW

WK 3N 7T OKRA O Pwanwni T 5y 5%3 mYpin XYW nnamm opTn voen
.pRA% W1 AITETA MR DWwnnwn

MR NWNRNWHR NNINAW KT W .3 §yo Swomanamr xS nnoinn nx o wanb wr
SIAR DIRVIR PI T2 OMAYN OX I
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Using Multiple Heaps

N NR TS 3w nrasin 2inab e i Saan navn
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Explicit Management of Physical Memory

N NR TS 3w nrasin 2inab e i Saan navn
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Programming with Threads

wnn? 037y .NunIta 0N 190K Nwnnwnw Mbn NN wnn’ moa ar 5anna
oo R 193 vSo;1 VYR Y¥aAS NRMPA N3N WHKY MIMYW MW NMeD
XY 1K K A pwnn awyn? mwnnn mvaan vhe/ubpn naw mnbm .mnysn
K55 v50/05p5 M owreRY DA 0 winw %305 nan Sy 1 wnnwa
DWIM WIWn N 1w M%1UaT MIRTPT 0T N1pEtn NInbm M>vnw mannn

Smanma

wIn vIn N

typedef
DWORD WINAPI (LPTHREAD_START_ROUTINE*) (void* argu-
ment) ;
HANDLE CreateThread(
LPCTSTR security_attributes,
SIZE_T stack_size,
LPTHREAD_START_ROUTINE function,
LPVOID function_argument,
DWORD creation_flags,
LPDWORD thread_id);

nSapni funcion MW NX Y™ WINM VINT WA LIT DAY U7 NOIYNRT NRMp
DWW DINMARA DOWTIR OYW T T BIRLIRD (Voidk) 01w K5 yiavn
JHANDLE 7 mawi .funcion-5 uinmiaxd M2y w ymayni XM NOIWnHT NR™Mp
.19w51 N3 vnm nxmMp ox NULL 1K ,A¥1IW WA DI DX Y™ e 1im

273IN2- WA VI MY NIRWAT [7¥5 TWHKA N3IVAT NR™Mp YW WX DIANIRT
VM DM WA vInT Swonmonmi S T3 NR v awn vimaaxt NULL mavab we
WBRN WM LINIRT  VTIVO 5T NDAn MyphY A%vban navn im0
T CREATE_SUSPENED y1pn :wimm vimm Nyt 5y pmTn e ok wibwh
YIPM ,IYWIm RITWS ¥ XOR Ty Snne XS wnm vinnw a5yoi novnb
n3wno mm (71 Xp nnbma p1) STACK_SIZE_PARAM_IS_A_RESERVATION
XOXW TY N1M1B N1MA0Nn NIvpaY X% K 0700 112V D120 A mMypns aoyenn
%n w nan 5y ResumeThread (HANDLE) -5 x1p% w ,iywin vin 0oy ox .mwT
N3N WHRN PRI LIANIRT APIN 0K 1550 05T nww T 0 iy
2mYaY [N AT M MY PR 590 1T Lw vIind Meon amm mab abyenn
NX P71 ROR ,MB0NRT AAmt Nk s k5w abyenm novnb mmw NULL v nx
HANDLE-11

MINIMWY NDIWn MX™Mp W mnbn moivna odyan nbyn (a1 535 vyns) mannn
MN5Ma Ty, vRS S1wan n5wab vin n5ys o1o 1o, KIiTwSs yi1K5 n1an% naon
750 R LIN MEn XY X (signaled) (aron :mrayn awn KA RynaS 5130 oyy 5o
NKX DM™0R O TWKD DHMIONT ,TNYA P DMwy 1K 0¥ DIw (a1 55 0uamon oR
(event) Y17'X .IWHIM K1 IWKD N0 13RI 9101 RIT WK (M0 (mutex) %1y .onya
11 o5 BB MYNRwn b IR 1557 DYNRT wn AR KYRTY 9137w Yy DIWD KT
X1 20m 2AynS ywr O¥YW PNnRm? N SV M Wnnwaw DOWnm DRMp
Sy Zwanw X ,1N7vD N 070 vInw mnnn axmpn WaitForSingleObject

25



NNA ARTMPT 1IN KT DYV OX .JA107 D00 (event) Y1VIRW IR KNP v 1 by
MR VN T Sy 51w wanm ox 1TnNnm KMPE vIAT T 5y Sya1 R WK pa by
lock(m) -5 1v1%A5 AY1pw 1T N3N NRMp D9wan Sy %o

DWORD WaitForSingleObject(
HANDLE object,
DWORD timeout_in_milliseconds);

DINIIRM 12 NMWPI YIRS NI5MY D'Wpanw DYV bW ami RIT NWRIT DIRIRT
mnnmm ox INFINITE yiapm ik maw nnSxa Hnwopnn mannmm (ur X awn
Mt ok WAIT_OBJECT_O 031y wibwn ThR TR 7w Juma nbanm maoR
"5RIoPI AN prdw 5933 mmnon mannan ok WAIT_TIMEOUT ,anSyma mmmnon
DR (mutex) %win X1 DYV WK py wmnw WAIT_ABANDONED X a2y 1umyw
7w *52 n5we NX 0710 5wt NK Syaw DTpn VINAW DWwn Aoy Yy Swvan

2y Sw mwva KApa 1D ayn 51w nx

:(mutex) Sy Ny

HANDLE CreateMutex(
LPSECURITY_ATTRIBUTES security_attributes,
BOOL initial_ownership,
LPCTSTR name) ;

MRYIM Cwown vInIRm S5y ow S nnb v wan v nave aRmpn
1 Sy nSnnm (pIRa Yvaw Swan MyD AwaRn AW LIMIRT (WK DINIKT)
MwS wr aama Nk .nbwaa ki ox NULL WX faim e axmpn Ay vinm
WK 5wann Nk nnwn a5yei n3avn .CloseHandle (HANDLE) mx™pi narva
FIRTMPI NMYA yyann 51 5ym mnw 15k oomnnw (handles) omm omxwa x5

ReleaseMutex (HANDLE)

:Daxn N (event) YR N

HANDLE CreateEvent (
LPSECURITY_ATTRIBUTES security_attributes,
BOOL manual_reset,
BOOL initially_signaled,
LPCTSTR name) ;

DINIRIT) NIRWIT (VI DINIRT) 52193 OW 15 NNS [NMw Wi Y17°K DAY ARMpn
VININIRT JA101 15w NSANT Avnnw Swan 11vb waxn bW vInuaRT (WK
IR T T FIRTIPI VRIVIK DIDTK IR 1T DIDIR 20N KT VIR ORI Y0 AW
.CloseHandle (HANDLE) mx™pi1 Nnrva 1nwS w1 mami NX .n5wa1 K1 ox NULL
Jx oonmnnw handles) 0m omkwa XS WK 5wani IR 0INwn 05YoT N3vn
WK (MDY Y17IK 0513 NK 17N 17 MNRnw DWIN NYEap W WK 0w VIR
555 1 XS mannm nawS IKIpTW 0I0IM | [RI0m KW 0Nnn R
FIKTMPIT NAYa 0munon (BRILIKT AT DIEK) DWITKRT D MW DR
TIKMPI NITYa 1mMon X% ayn5 0™ayn 217 019°K on Y1K .SetEvent (HANDLE)
NIV (2301 XS 2¥n5 TWNLIK DIDIK 3101 YITK 0 12yiY (N1 .ResetEvent (HANDLE)
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217 IR CTAR VIN 'R RETW Yan3 1210n K5 2avnb 921y oa o v 5ax ResetEvent
Jannmm

x55 vbs uvSp mYys y¥ab nudNY NIwsRNT NIMW NTMB0 whnl o %1a0n2
MD1DK VI¥IA KIp) D TIYa MYwe yivea POSIX threads-a winw qin pnnnb
PPN YW AT K ARTp NPWhw D ,0WIm wnnwn oon .nonblocking ix
read N3N MKRMp YIY1Y PRnw KT LI 1mMeon Sw vin v Sy nwynS yyann
1Ax M5ea Pwni® 550 nuonnw Mya write ik

MW 5 N2 M0 wanb 3%y wnnd oadyw ambob pwhnnn

int nb_init (int min_threads, int max_threads);
int nb_finalize();

int nb_read (HAN-

DLE f, void* buf, SIZE_T count, DWORD offset);

int nb_write (HAN-

DLE f, void* buf, SIZE_T count, DWORD offset);

int nb_wait (int request);

MBI 5w DMINaT 13an NX NSANKND TNWR LMB0n IR NYRnxn nb_init mawn
RIT PIWRIT 0107 1Mo MMpY May vhn/uSpn mSws NX YW 0win naym
MBS INIMW HNIOPNIT 1D KT W RIS, SIMNIRT 1AM 1YW DM 1800
nnwm oon Swoomwinn 53 Sw amon o1ob nakrTt nb_finalize mawn myS
oW mpna 0 17 NI3™MY ORI NIMAW (1737 1142) 71700 7T YV WRIW 0'aRwn
Swd Sw mpna -1-1 by

NN MYYBIT L1213 1K IR™Mp MYys Mm% nnn nb_write-1 nb_read mimwn
Y21p Sw mmm 1805 N1Ayn MMawn qwnta Wwnbw 0pn’ vad mannt X5 Tn
AN ,DINNAT N2V AR IR TORY YIRS yiavn a9vsi ik yyab wr 1Syw mno
OINAT DR Mya% w1 POKR IR [nw yaipn nYImnn oipm mavad whw oanan
Mpna .T2wH 010Y 1'NnAS N715N% WwaRnw "S5 weIK A7VD T NN 1w
—1 N1 N AR Sw

A28 M KT WRIBT 12N IR TIRMP NY1YD 01ob mnn nb_wait mmawi
nb_write X nb_read 1 Sy arminw

T11BO YW O0INT .AWRAT "WID NX MNY o1on nb_write X nb_read-Y nxmp
nm 5y mwpa 25-5 NN 513 NR 57305 AN mIK 0wyant N NIwpa 0IRIYIN
MNAw A9anw nb_write IR nb_read-% nx™Mp .7IRNM 2w N2 11371 A yanb
TR MM KD 9K MIKTMP 1AW T Tpna TN Dipn Msnnw Ty mmnn Xon
.naanb

.25-5 775 15157 TMBoAWY DN 75on NK 735 D nn

tst-win32aio.c DWA [P N715N NAYA 1M80 DR p11a% 035y AprTam nnan
D2 15y Nyyan (91 IKR71 51T paIp NN N0IN0 800 YW nRmm Tad [naw
5w 01523) porT7 12N Ypn 3 Hw RMp KT WK 25w .0nSw mwibwa omw
1N2°031 7119712 1933 (1T T1a0) 5107w, yapa pi%a 53 nRMp K awit A5WiT (512 KB
2N ARMPI NAPSW ArT NR MyaS DMweRn T DMwan 00nSwn e wnm
D°p1%2 NX NRYIP Nsna wbwi a%wa pava 551 5vwn apibw an nR papnm
T AKX N2AMDY 1571 172 531 nYevn ,035%W 17502 wntw N NMNDI0K YA
Sw ARmMp 5mpna mwh wbw mwmnn a1 25wa myiek 5331 nanrox Tmya
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Y¥ann n1on2 25w 55 .0Mpi p19am YW 2o, monn p12a 5197, yapa Kan pivan
5w M5V DR NPT YA PAvaS 7 [Nw N 5y 08T 5w YT an 0mys
5w 55

AT X A0 p2pa 519 SwoAyT™m par AR T ME0KR TIWW 0DYN 1K
25w YW YT AT 0Kty -2 (PR1p% 20191 KNP pw) NWRAT AW YW yYImnm Ty
WA AT ATW 097MYR 1K Lt3-1 wrbwi 25w Swomyna par Nk Sty -1 awn
ompY 13% ann wSwn Swn bw oayna par Lty — 6 RIT oM opbaa 5o
Y YT T Svipa Rt & max{ty; — t, t1}-w ompn ux .t > max{ty; — t,t}
T1¥2 U5D/BYp Y¥IRT MM T YT vtz <t 1w mpn 532 0 S anb
MW IR, TN IR YT RTW IRIRW 7TRTTAM 175N 5w 178IK 098 [T .N1510R
:078/V5p% PLI5A% Y1apna yyann XY 113

Y:\Courses\os\exercises\win32aio\Release>win32aio 100 1 4 start-
ing worker 0

temporary file name=<c:\temp\delete.me>

writing 100 MB (200 ios of 512 KB each)

Time = 6.109 seconds

Syncronous Processing, no computation

Time = 14.718 seconds

Syncronous Processing,

no computation Time = 14.546 seconds

Syncronous Processing, with computation (x1024)
flag = 1 (ignore)

Time = 27.499 seconds

Syncronous Processing, with computation (x1024)
flag = 1 (ignore)

Time = 27.718 seconds

Asyncronous Processing, with computation (x1024)
creating another worker (1)

creating another worker (2)

flag = 1 (ignore)

Time = 15.046 seconds

Asyncronous Processing, with computation (x1024)
flag = 1 (ignore)

Time = 14.968 seconds

NB Worker <0>: stopping

NB Worker <2>: stopping

NB Worker <1>: stopping

t3 > Sax t3 < tp mM%a (mmwa) t3 ~ 15.0.1 bt &~ 255 4 ~ 145 1xo
max{t, —t1,t}

DU 71901 MB-21 Y1t T :DMDHoN DIWINVAR AWOW NSapn [prTIan non
J9mopnm Ynamin

N3N MKXMP 5w ownmm ekt .2mab x xmph My unnw yapa opnt iy
:07M2°R wMmn 9100w OVERLAPPED o187wn miand yravn KimWriteFile-1ReadFile
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typedef struct {
ULONG_PTR Internal, InternalHigh;
DWORD Offset, OffsetHigh;
HANDLE event;

} OVERLAPPED;

N0 32 NR DMMYR OWRAT MTWA W .NWNRm wIinwh On DMwR MIwn aw
97131 0¥apY Nwa% YwHRN %W 1MD0N .D1pTa YW Moy NTATon 32-1 NINNANT
SW M 17avaY WOHKN PART TTWE 0 TN 1T DYV 010w 3 ,73%3 4 GB
X5 11x-D™Non vHHIT X VORI NS WK 1101 A¥NY AVN YT N2WNRY V1R
.0 v [ mwn nK K51% wr a5 AT 3R wanw)

m1an% yravn navn FILE_FLAG_OVERLAPPED %a7171 "2 y2i1pim nX mnbi1 1R
vxanm® v5e/v5pn nSwe% nna T Samn k55 nnoaw yatp Sy nSiwyea OVERLAPPED
WK P RMPIT VIR MM vYB/LOPI MkMpY Offset-m mrTwa pivanm Dpmim
X DM wimw X599 mannm K5 vo/v5p y¥ab awbxn AT anrnor mYwbin
1T MR whRNwa KRS 1R MK

JTYITAAW D3 FTMB0T IR Nwnnht ex-aio-win32. c Dwammeo any/any  Wbaeann

D0 190K NX NYTH W1 TUIWT Winhil N1na .0 Nwa 570N DR wand nt
SW 19900 1YY w1 ARSI winTmi nnia K M nb_init-% axmpa mynw 1onamn
DMMpn DI 93w nPanw nb_write IR nb_read-% nx™p 9K nb_init-1 owin
M¥"S narn nb_init-5% ARMPpA PMIYW "HNI0pANT IBONRN OWIN NIND 1YW DPI0Y
.0%8/V5p Y¥W oI VI

NK ©11O7Y N137Y nb_write-1nb_read NIR™pm .NMwpa 1N wnn w1 mpn Y33
wn% 037y BN YW vYR/WPI WINPT IRW NN DTN DMK NS nwpan
INW YT DT MRS W NI Awpa NRYI WK NIR Y¥ab1 1IN mwpa
.MN5 N1vo1 Mwpa o3>

TN[T AT wpah miamhn nunnma 93 e iy 0w (polling) T yyab mox
JDI0IIR

92p% nm Sy 51 yap Sy Dabw boa wntw N Ap A NN NK pas we
112075 )15 Debug-m1 noaa nx X571 Release-i1 Noma nX ¥, N1Mvnwn NIRYIN
1Y NWAT N0 v wr N15INa NY™ I nnwnn Sama oawayean mna
01170p! DINM OV AKX VIN YW 0I10pMR DM OV NIYITA N1ana Sw vbor nx
Sw Dm M oy v5o D wino wr ,aRSRm winan R DR wnnw mb .0 ayvaix bw
.MYAIR S 0InTopm 070N DX
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Reading Directories and Classifying Files

.Op™17 DP9 DYAp YW N5 NIMaY1 0™MTR 1310 XpS TS i 5anna

77TH 1210 NRMp
#include <windows.h>

HANDLE FindFirstFile(LPCTSTR pattern,
WIN32_FIND_DATA* find_data);
BOOL FindNextFile (HANDLE search_handle,
WIN32_FIND_DATA* find_data);
BOOL FindClose (HANDLE search_handle) ;

PNWRIT DINMAIRT TR Ovap Sw winn v nnn FindFirstFile noavnm nxmp
ow Sw n%imn n5%13 nuann .wbn D'wpanw owap mnw YW nhuan X aow
SwnY M3 ,7-1 * OMNT NR 50nY a%0w yp ow Swonman Swonnot
nmmnw 5% 2% 0w wr \\home-fs\stoledo\* 1x ,C:\* ,C:\Temp\*.doc
™ OW Owa NnRTnon KT ORW 99 ,0°%Wap Mnw YW n1iana 0enond Tmn oMy
Do¥apiT 93 NK KP1 MYV 900 AR PP PR XYn wnam  \* 110 N X5H
DINIRT PIT KL,C: M N0 NIR YW wMwi T Sy ymavnw vinniax Tnaw
TR I WA RYNIW TAX YA NITIK YTM mMn 12w mand yayn X awn
T IR MA0% WM, w1572 IRYDW O7¥2p IXW NITIK ¥Tm 93p5 (N7 nmvaw mmm
FindClose-5 rxmp »1 by mn

DI RINY ANYW Qo yap 5y vy e FindNextFile novvnm nkmp
ymayn x1 awm FindFirstFile »11 5y aimaw ammm KT f%W NWRIT DInRIRT
93 nxwynY ;Ax»1%2 595 1T ormp i axmpb yapn mmx vy 5w mianb
N5Wa1 ARMPIT WD MRAND DMYW DI¥Ap AN PR WK 19D DMvw wvapn
.ERROR_NO_MORE_FILES K11 GetLastError () -nymw ivm

2101 1121n2 77T IR YR NITIK VT AN DYART WD NNy NN YTmn
MWIN32_FIND_DATA

typedef struct {
DWORD dwFileAttributes;
FILETIME ftCreationTime;
FILETIME ftLastAccessTime;
FILETIME ftLastWriteTime;
DWORD nFileSizeHigh;
DWORD nFileSizelLow;
DWORD dwReservedO;
DWORD dwReservedl;
TCHAR cFileName [MAX_PATH];
TCHAR cAlternateFileName[14];
} WIN32_FIND_DATA;
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Sw PANR NON A¥Tm Omm INR 55w o mon Smn pwram mwn
-1 JFILE_ATTRIBUTE_DIRECTORY ,FILE_ATTRIBUTE_READONLY 1u> ., y2wpit
(QwnTa TNyl IR0 500 mynwn 5y) FILE_ATTRIBUTE_REPARSE_POINT
AW ,ARS 1OK WA 1AW IV PAIPE 1AW JATT DR ONYT) DIRAT MW nebw
WIR YTRIW J5 p0p Swo%hn nvwn nr nawb a5 nuaoin ik’ 19K 1ans
(Y1732 NMWAITVON YW L, UTC-1) KMp ¥ 1557 n1mwm yonS [nm mx moma
Y21pi 513 nX D1y m 0Xan N1 v FileTimeToSystemTime mawi narva
5113 M5 5137 yatpn Smaw 2% o'wb wr ik 3 N17370 32 Sw mTw 1w naiya 0inaa
NNIYAW IoUA .int M5 ,Mm0 32 Swomnwn DO amx ayrh i nnw r1on
(nFileSizeHigh * (MAXDWORD+1)) + x1yaip 51151550 nymwim aw nk ommn
DaNwna winw 1 5y Swnb) i e awiban nrnb wr ks nFileSizelow
oK1 ,cFileName i17wa y91m Kynaw ya1pn ow (ULARGE_INTEGER X double x1on
YD RIT (MR N 535 3 M mmipan 8% ani 53% onnoe) ayp g1 ow 17 wr

JMIART WA

079011 D' a¥n NI'¥™1 NOMIN NTFS D'YapiT N3vn :owxaph owynayn nbor nyy
Y212 T ow MveS nm Lyph 0BT nmw awynb on 1590 owravnn owvaph
vy ayn 53 1myn’ [ (0yap N3Yn NIKa pA YaR) [ ppn 12w m K M
770 7K y21p Sw 0BTam nmwi 172 150 na 9IKA My DR NAws Ik mpn’ oipnn
MwIS wnt yaipn YAk yapn Swompnn yhavan nx pimb Swnb inm mioa Sw
fsutil create mMpHIT NIV AT ¥1ayn M¥S (N1 0 TN OWT NAN 0WYAPn N37yna
N 5y 01BO1I DWAMIIK 92 TTPDIT NK YT (cmd . exe) NBuyn N13INa hardlink
N3N NR™Mp NITYA Y7ayn Y15 03 (071 0001 DWINIRT Mynwn Sw vme 5aph
M2 o%avn My X5w nm Sy mb yrayn myeb jnm X5 CreateHardLink

mwn

IRAMT N3IYNRT NR™Mp MYYNRA 7725 (07 PP DWrayni 19on NK

#include <windows.h>

BOOL GetFileInformationByHandle (HANDLE hFile,
BY_HANDLE_FILE_INFORMATION* finfo);

INMNDW 11202 PAPT DITK YTM T mND yalp Swommam nbapn axmpn
mwh v WIN32_FIND_DATA-5 »mmb5 mmiT mif miant  awi LInaR2 nhavin
DMWHRRW DMK MW AwSwTyaps 0wnayni 19on nX ixnnw nNumberOfLinks
Dwmyn 17 IR pap 1nIkS owonnn (HANDLE s) o'ming oim mw oKX nyo
JFindNextFile-1FindFirstFile "1 Sy ammnw y1mb Tumnaw a5 owb w) .omnx

(y2p1 X MNe% My 717 YT nx 53p% nan Sy ,y21pn AR MngY Y PR IMAvw

W D0 MW T2 NOMIN NTFS DI¥apT NOIvn 713yt mmpn ondumo oiynayn
IWBKRN T AN reparse point XpIw 1113102 DWHRNWwN 1957 00T W .01WIAYn
.071101 ™MTh IR YAl NAMD NIDMNW A 7%YeaT 1O 5w NRMNmT nx naws
YIMIT 20 NR 15910 mmwan Y R yapd ym nmwa neoit 1 5y 5yie paamn
ADIIT YTMIT X 77M A%YDIT NN, T/y21p0 DX DD WK AnYY YT DK
TN YT 0 MRS NTMM RAW A9YDT N3N YW W 197501,1210 NX N77an
771 O WInWAW 0'Yap YW mava 1130 n19131 a%ybian nvvnd gront awbrn

Swnb ,0p5wa 0poTT 1K MY Sw N1w1a17 n1nob
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FAYA NTp) reparse points Sw DD MW DT AT MNP 0PN 0whayn

WBKRN T (P 0P MY MYWw) ™0 123 Sy bW 0'yap NDIvn 21viY NawhKn

MK 777 K9 ,NAAK DYap N3vnnn pom Nt KT 17380 0YApn N3N wnnwik
JMIR OIS AvA NITIR) MY Nwbxn mountvol NN N3

reparse point-iw T T KT (junction) Ny NMINYMA XIpaw 291200 yayn
TR MY g7 ow awyn’ e K T mne’ abyham noawvnS nna Sw
9K 912070 Yhayn 1721 MYY JMIRI 72 M52 O WY 0T IKTNW DwWwravnb
LIWD 5127707 YIAYNT AT TpHa 9100 Yiayn 10K W e pimm [nn [ Swnb
P11 MY1% AweKnw 173 A5V N3V DY T2 NpHth XY BIOMP™ . T1AYS oD
MW junction Nw3INM NAYa YR Drwnayn 5mb jnn Hax ,omHanto owravn
resource-rm pon xw linkd N3N narya www.sysinternals.com-n nan 1mnb
n37yn ,AwynY (MnSm oy T NYDm MKW veMP™M YW MmN NP am nnbn Sw kit
W N0 MK PITA 17 193K 0791200 0wravn? Ay mMTpaY nonTtnn aovban
.reparse point

VTMmi NX X1p% nm %y1 9m™nY rww reparse point-im M0 DX X1vnY nan by
D7Y7¥N TAYT NTIR1 X 1912770 y1aynw 07¥1apn 137N 1K i ow 571) 1 nhww
IRAT NDIYRT NRMPA Wnnwis Py (09K

#define _WIN32_WINNT 0x0500 /* Windows 2000 and up */
#include <windows.h>
#include <winioctl.h>
#define FSCTL_GET_REPARSE_POINT 0x000900a8
typedef struct {
DWORD ReparseTag;
WORD  ReparseDatalength;
WORD Reserved;
union {
struct {
WORD SubstituteNameOffset;
WORD  SubstituteNameLength;
WORD PrintNameOffset;
WORD  PrintNameLength;

WCHAR PathBuffer[1]; /* can be larger! */
} MountPointReparseBuffer;
struct {
BYTE DataBuffer[1];
} GenericReparseBuffer;
3
} MY_REPARSE_DATA_BUFFER
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BOOL DeviceIoControl (HANDLE file,
DWORD command,
void* input_buffer,
DWORD input_buffer_size,
void* output_buffer,
DWORD output_buffer_size,
DWORD* bytes_returned,
OVERLAPPED* overlapped) ;

TTPET NXY MND yAp Swo mm Mmavab My T nownm nRmph
reparse Ny Swnb s owmw 2 i axmpY FSCTL_GET_REPARSE_POINT
y27m NULL 017 9137 "wiSwi bainixkaw 72,0011 bYp2 Y 1K, 15w winwa .point
reparse point-aw YTMmiT AN 1AW N AVW 1MVY WY 0IRAT DWIAKRT w3 .0
.p801m 5712 11731 AW 17avi? w1 1371,0°N02 16384-5 YT MwY YIMT 7K DTIR DK

ReparseTag mmTwit IK 1Y NP1 1K 1712170 YI2¥h 1100 KT reparse point-i oxX
n1Twit 3 mpna I0_REPARSE_TAG_MOUNT_POINT qiwvit nx 5131 rmw miana
W MIRM DpMmin NX 197137 SubsituteNameLength-1 SubstituteNameOffset
mm Sw owi (PathBuffer mTwi NS MNn DIN13 LD DIP™M) NTI TR AVINW 11
mneb 1x Unicode N30 X1 N10InAw X% w1 1391 ,Unicode-a 1™mn 1Tpn avinw
.DOIRNNM 9IRA T NMIMMS Do nnw

NRTMPY W amma NROMayaS mms R MR IR yalp 0MnIe WK
Do DY ypn Nk mneb wr reparse point X1MpY nm Sy wm novwnn
o i FILE_FLAG_BACKUP_SEMANTICS-y FILE_FLAG_OPEN_REPARSE_POINT
M Sw amnpY X5 1OK Ty reparse point-mw TN MR K yAp Swoanneb
1Y Dwnaynw

MY_REPARSE_DATA_BUFFER Swiy FSCTL_GET_REPARSE_POINT Sw n1mamn
JMIR TR 1m0 XS Win32 Sw mnibit n2mow own nMvim

Saann
N5y RITW IRTN DTSR 113 MAY FAYT NTIPI Y L

(hard link) ¢ y»ayn mn Sw mmima 1y nys b-1a,owvap aw £ m oy 2
?c-n 11 1Y 11310 oKXt -1 b nR 1pnmy b-5

My¥1% 0913 OnR ORT .£-2 g 910 yiavn PoR v £ Sw mmm g m iy 3

0737712 0'¥ApA DWHAN WK 7Mp mn 2g Na £-5 £ j yavn nyr 1 5y Yavn

NR DM OX TNp 71 2(A2YDAT N3N YW DWYapi win i naxn ) 1550
?g

TTpe% MM1Ta 97 1IN Sy v ex-win32dir owa NN and nya 4
,Y21p% MIMIAR 712 MN95 AT IR 01975 7137MY N1YINT ™2 yap 53 may dir
A7T1 DR ypn DX 0waynm 190n NX GRS IR T RIT PP DR YW N
2913170 ¥IA¥N K AN NP1 KT DX IRT MW DX (W OX) IYPT W DR
W1 WINTT NPI0INT NP1V NR D30 qwnma voen Sy yiayn KW T DR
5y 03%w nuinn Sw v5o  mmmpn nPRkwn SY MawnS1 NN qona wans
YIA¥R OY M0 ,TAYT NTIR DY T TAK YIAYEn I Oy yatp 1 ww
(T IMIR T W ANm) 191300

33



C:\os\exercises\ex-win32dir\Debug> ex-win32dir .

22/04/2004 09:00 D (1) 0

22/04/2004 09:00 D (1) 0

21/04/2004 12:09 - (1) 17 THI-

SIS”™1 This is a long name

21/04/2004 12:09 - (2) 17 b
21/04/2004 12:09 D (1) 0 gji > ..\g
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A Tiny Web Browser

(HTTP MWwn ,p177 1N7%) BILIR NIWN YA T7Mmw N0 2055 X a1 5uan naon
075757 172 TWwpY Nan Y TMMA [A3INW 0Yap N7avaY 21p01B K1 HTTP 2191018
021N N1avaS 7p1w17D , TCP 1101 AVt 71p101102 whanwn 51pu1n bR nws

JMKRI T Wwpa

,AMWPN N2720 DK 021 5AnKS 9y mnbma nmwpnit nasao S

#include <winsock2.h>

int WSAStartup(WORD version, WSADatax* data);
int WSACleanupQ);
int WSAGetLastError();

TN NS Wm NIK N0 T7WE IMPPNT 2730 IR NYMNRND TNWRIT TRwn
nARNRw N %3p5 nan by FormatMessage-% 1ayn® [nmaw  nXA ARWT Tp DR
W m0MAW KTNS N1I3IN5 AWAKR SINNRA NBW 5w PWRIT LIRRIRA LIRNDWT DR
W7 MNT N27ea 13 m> MAKEWORD(2,2) qva wnnwit ;n731y nMwphni Naw
project properties > nrn 553 7713) wsock32. 1ib mpoa nwnnwn nuainnaw kN5

(linker > input > additional dependencies

MWpn ypw NI Nx

#include <winsock2.h>

SOCKET socket(int domain, int type, int protocol);
int closesocket (SOCKET s);

MIN5ma) —1 1% (@¥2ap MY open M3) 1MBON I TITAM Ypw NI socket mxMpn
“AMWPNIT D217 DR 17y WK wmien Swa Sw mpna (INVALID_SOCKET viapn
"IN VIpn NITY Y 197 DIMLIRT Pea nwpn’  Lvpwn Syer 1w
MR M0 Wp NYYH pHoY YpWITW MIMWIT M0 NX [M¥n wit vinaaxt AF_INET
NR pyn wbwi vk SO0CK_STREAM 7w nx vy wr (TCP wp HYwnb)
nAtva oo ypwit nk IPPROTO_TCP n171% 971y 137y TCP M2y 157¥1807 S1p1oai

.closesocket 1x close N>Ivni1 NX™Mp

:wb onp ypw Man
#include <winsock2.h>

int connect (SOCKET sockfd,

struct sockaddr* server_name,
int server_name_len) ;

KITT WK LIDIRT .—1 Wi 1mn 5w Sw mpna .nawh vpwi K NNamm aRmMpn
MW X DIMYNR WIDWM MW DWINMIRT .socket-% IKMpa TMnw ypwit 1900
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DINVIRIT WNTA 201 71 1an SIANK (port) IWiT 91BN NX1 1AnNaY DY 1ORW
W LINWRT K DX [7vn wibwi

read-2 wmw 1 5y 1OXI 1mn 21057 KMpY 0 nwb 12 vpwnw vain
nm 5y (Mns yap Sw mimd wnwn ypwil 180n) MY K YA1ph M3 whn write-1
.MNB y21p% M3 wnn ,close-% XK1MpY W Wwpit NX oY

513'w p1MISD m1an KT struct sockaddr 2on MIanT .LILBNR N2IND NMIa
M12IN3 A¥YTRW T1AN WnNwaS W 15T Tpna .Mnw 0791p10110 NMN5wn1a 121N ay1H
casting y¥a% wv) struct sockaddr_in X1 I 'DI¥IMDOM 7100 DWW DIDIR
NR Mynn,sin_family (1) MW AwSW T 11303 (connect-% ARMpT a2 yavnb
,sin_port (2) AF_INET v1api nx 571515 15y v1w17k n12ns Sw mpnat nainsm o
,network order-a1 o™TI0m O'NAM AWK YW BON NR 51005 9Myw short vinvwn
IR gethostbyname fIX™piM NIIMN XMW B3 ,NIWT N2IND DX 0onw sin_addr (3)
701 short v MaINwn iM™Mn htons MwWR qwnma MKIN'Ww gethostbyaddr
(netinet/in.h-3 nyTM) NwAT Sw aaxpn oY awmnn Sw ona

N2 awn’ wr (wSwi vIAIRT) connect- IRMPA AN MK LINWIR DX
.struct sockaddr_in 5w sizeof

#include <winsock2.h>

struct hostent* gethostbyname(const char *name) ;
struct hostent* gethost-
byaddr (const char *addr, int len, int type);

IN7W TINWwNY 15w IP-7T N21N3 NX 1K NAW DW 719730 NNAA0 N15817 1990 N1awn nw
nw .struct sockaddr_in »omn miana sin_addr m1wh (memcpy NOva) prnyvinn
N7131NY 1Y wanwnm oxi Mm% Mol mpna .mbwaa 1 ok NULL n1vmn nmawn
WY K1MPY NSwal KT DX ANWRIT TRw? X1MpY viwd 1pn n2ins Ik nw ow
MW LAMIAIRT .NIW NN IR OW 7177507 NMAADT KT D1MAWN MW WK DRLIKT
AF_INET n1i% 9™y "wSwit bIniaIxm DT iR viwb X gethostbyaddr-5
2Don W NAwS DR N12N3 790N 1K) NN 10nw Man YW N2mns N1mm 1w
PINYIY WW 0MN2T I0D0Nn KT 1IRT h_length mwa 17yn nans 53 1K (2nd
TTW2 NMnW (ayy mnaa .struct sockaddr_in mon mana sin_addr nanb
2152 wounwa? viws [N h_addr_list mww manab oweayn 5w wvn inw
vna INwRT

553 112 ,nwS TCP wpa "anmnn mphn . nwn nw 93pY nm Sy HTTP Sipwoms
NINOA fp™ MW MRS MM 0on 1900 Awpan Awpa 07w ,80 18N Wwwh
INWRIT AN N wibw 55150 vIwd w2 Mand wnnwl K LWpAn ;o NR
Y2pi mAm yIe TP MINR MY 1mixa (GET mmpbha wnnwa 1K LTTIp 17700
O3 WHRNWI MK DN D119 23908 [ 1MnRY1 (URL-) 1M 0w
AN NR 9700 mawn anwn HTTP/1.0 X Sw amminw HTTP 7018 Sw anwran
NS 20 RS AT.wRIANT PAIpn DK pHoS S110nw naw ow (1172 T81) 11 Host :
MW XIT URL-2 T™MYNT NIWT " 0K ,URL-2 [M¥AW NIWN IR 19K 112000 D
O™ NoMY [37™Y MW Y3 p™ TNW TN NWwrSwR Twn G TIwS amm

:RPATY AwWpa M (7293 \n x5 \r\n omna
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GET http://www.math.tau.ac.il/“sivan/ HTTP/1.0\r\n
Host: www.tau.ac.il\r\n

\r\n

Y2IPIT AR AT AW TR y2pim w235 v MMw 10ona 1y nawin
RITW 11701 0172 W KT INWRIT VT3 0w (1 yap YW mpna nbinn ax)
O3 Aow™w ya1pi 51 K a9Dnn amwn N1wn 9w IR nnoyas myprIK 19on

ANYW IWpaY 1N 192pNAw 1D YTM)T MMw? NmeK KnaT (907 1w X

HTTP/1.0 200 OK

Date: Tue, 25 Apr 2000 09:50:57 GMT

Server: Apache/1.3.3 (Unix)

Last-Modified: Wed, 22 Mar 2000 13:44:01 GMT
ETag: "cf999-1007-38d8ce21"

Accept-Ranges: bytes

Content-Length: 4103

Content-Type: text/html

WWW.W3.0rg INKA R1¥nY (N1 HTTP 9 p1w17s bw X1 NBRT Nx

07977191 HTTP Nwn Y21p 3pY m1pbnw ex-browse owa nusn 11nd% %y .baann
NIN3/0W DIWINBIR VIR W2 NN .woeS nwn nww yTmn MMw K ImK
MYV 1P YW URL-M,Y2Ipi NX poO™W MW DW YW 1900 ,1annaY wr 1oxw nw

TTMIpD YW ARYIN KT AT MNANNTT Swnb

% ex-browse www.tau.ac.il 80 \
www.math.tau.ac.il \
http://www.math.tau.ac.il/"sivan/

MBIDIMIR 5913) 017 LIWIK PO (Proxy servers) WM MW 135 ¥p 1207
TCP "¥11¥2 NIMAMNT DO (IR N2 D1wnmb LIV NIPW NMPOoRw N1Nam
7MY Nan Y HTTP-T NM2avN NX 5y75% nan Sy NN, 0701y n 0'nw Sw 8o 1oon Wwwh
(proxy) w7 NIWwN O¥apiT NR Wpah w1, BII0ITX pHoY 121N AWM TIWKD 0WYap
wpan mowit 553 7172 .80 WwH DMNyN 0™ MYI? NY137 w1 Y pawn phok rww
MpSw 11731 ypn YW 15Ty pmy mSwh w1 DR D9IK ANYITT DWW YApn DR 1713y
PEOY AT P DR MWW pMIvT DR 1A% M KT TNRS MR CTNa nwss
5 15977 AN IK TVIDIRMIRA TN MWK IR DIV PHD .IP NNV LIVIIRT

1D W2 WInW WY1 OR ,AWInT DwE ow Nx 035

Hwnb I [DTDT DY DMDMA BINUIK NIW NTINT SV N2 TS5 0

M3 ANK 5w D137 O7 DR TMNAY 102/7101 ,WNIN NIWA Whanwn 035w pooi OK L1
TR WMNT DWW 7T D3N WWW. cnn. com-S 1w WPl WWW. cnn. com
2P P12 1 ,5wDa onbpna ox AT NXK T nAYYT 0T

.08book 5miT MAK 7/7 "52 o1y Swnb pon Sw vMvaRT 5T AR TR o) 2
TR PAIRMWT DY NN T RN DY R 595 19apn ompnn K3
2(102) 13 ARMHW NYTIT S3pn KIT WK "WI¥pA (9787 ANy
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Serving Dynamic Content

nWw A% Mt 19N pooY Yaon W vIwD HTTP Nw 2155 X1 1 730 nvn
M AW (9T Nwpa 18% MmN yn KT KOX ,0vap Sw o5 19757 phon 11K
N3N MIR™MP NN D 0x InSn moynb Tvim nwn Jaow vhei nx (s
D1ANT LTNY MK PITT2 MIwmnn 0p1/opIha W NN nMwpn mMmwpn

(shell) nbvyn 5w numanm owvap nw Sw numinm mwyn’ A%wn

727K 19787 SwnS ,mpS nIw P2 TCP wp DYt .omon 1ywb nmannt mwpab marsn
connect-5 ix™Mp 1 by nWwH Mannn Mpbnw 1K1 oTpn 5nna .nmuno 151D
1"371% MY NWT, MWK DMAANT NIwpab nn AR NmvS AW L YpwT Ny RS

:VPWIT NKR

ANTYY AR setsockopt-% ARMp ™11 Sy ypwi nMINT nX nuwb 5130 nawn
1171 MMIp55 NnIknn ypw numana 5w 27mam N1t R KT MwyS T2 7R
M WIMWw MW (1) 0T DMWY YW DMunTd W 0w P11 nmknn
573N .IAPX YW DN YW TV M W DK TR (2) VW MBoNRA M1
VPpWIT NIATINT DR NwS 1Y X

Jbind-% axmp 1 Sy mmMpSn 1mann? 1OXW 0Mon DWY Ypwil DK Wip MW .2
M%131 Nw5) N1MannT Mwpa 93p 0¥ 1377w 1P-i1 N2 553 T X own
N 5y D3omw ww 19Tm (NwhS D™ 180N 1Y W OX N121ND 180n 1o
MmpY D) .27 N7™3a5 80 190N WWA D'Wwhnwn HTTP MW .INKDY Mimphm
712V DMON WW 180N Y11 KT DX connect-% fIXMpiT 18% bind-% x1pY 5151
(0mon ww von’ Mph YW ypw NX Mwp? 1270 'R 593 7112 K wpn

AX™Mp T Sy 1annn’ owpanw nImp? Swonn nym vy 5y vy nwi 3

AN OX L YRIOPRT MNT MK MY MY T YTn nwin axmpa listen-5

21%Y NW DAW 07aYnY "WInTw 1K NN LATTN DNWpA 1Anna 0701m mmph
MIWpAT N%2p A¥pa vy mneY 2110n 1Kw 113 1Y 0my Mo

TD™0N I ARMpP .accept-Y ARMp T Sy nyyann myy mannmm L Ypwn Nasm nxb
o mpbw Ty mnnnY (accept-Y Xpw POINMT IR VINT DX NINEY 1K) MW DX
7T A WIN Ypw A T NONA AIRTMPA 1AnNaS oan mpY awRs annmh
D101 .write-1 read NATya 1mn 210351 K1MPY [N NMWPNY MNBT WP DK A¥7h
accept 1Yy 1OYW Mpni vpwit .close NIIYA INIK M0 W AT WP winwil
MmpY% awarS nan Sy accept-% mw 1K K1MpY 1N mphn oy nMmwpn’ wnwn 1K
X172 accept yiymb nx 7*90Nn/vIM D'wnnwn 0w 593 T2 0annad 0bo

.MpY% mnopaw wp 731 51875 181 PYIN/LIM NDIDIR

#include <winsock2.h>

int bind (SOCKET socket, struct sock-
addr* my_addr, int addr_len);

int 1isten(SOCKET socket, int queue_size);
int accept(SOCKET socket, struct sock-
addr* client_addr, int* addr_len);
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TORW WWT 90N 5715 MW N2IND NR 0urvn bind-5 wrbwm wn 0wk
DW NX .connect-5 N2IN3 DIMAW 1D PITTA WD DMK DM YpWiT DK Mwph DM
.gethostname-5 Ixm™p 17 Yy 53p5 (N7 nwi vy 1ovw awmmn

105 71N2 PRRAS M5 N1MARNAT Mwpa Don Xt listen-5 nwn vanmakn
AT Mwpaw

.Mp51 N3 NAmAY AW DR DWawn accept-Y Wwrbwm W DWINMIRT
AWwpiT Ny NRY getpeername maws xMp T Sy MpSi n2na Nk 5aph oa 1nm
.inet_ntoa-1 wimw 1 5y NS N3N NX oA N

Tm 2w accept-Y X1PY NAwa My 593 7173 120 "aoinw ey .miphs awpa Siow
219707 NR VRWAY M0 WP Mimw ypw Swoim TN nnTip AIRMpw Kb
y1nY nan Sy AKX TIYA DMNAW 0712 1K OMAK DWIT X 02379705 0'Mnba 0Mwpa
.27 a1 MY omp MpPa M1pwnw D1wn NMANAY 27 Jar [nnn mpb 1w avn

Ny accept-w nya 53 .mimpha 51975 Auiws mravIvoRa AT 51ana whnnwa 1K
YW Wwpa Youw wan omn mytS nan 5y CreateProcess-% Xpr mwn ,win wp
W X1PP (12 wnnw? XY KIM) WNW WM YW DX MI07 LD Y Mpnt onnn
nwpaa 58v5 ,accept Y12 HYW YpwiT NK MA0Y 7MY WNIW WM YnnT .accept-b
JIRYP1 WP NR MY 11, mphmm nwn

Nwpa 532 ,mpr 72D w1 79N MY KW 11731 TMTha 19797 117K 7 000K
21970 AAKY 0NN DKW DI IR 0137500 5w KN wunwad T gty Gn1annm
.Mmann X5% voa/L5pn YN WWYwW B3 TR MpYa

K5 NS a5y 1 ok oA nranra mmps Sw 9T 1poma Saut Y wr wKd
*1 Sy 31 YA oy TTnRnmS 0t .0wIn Ik 019N YW gisn anm S nnin nxon a7
12 ¥ 1Y 5w 5113 1Dona YewS 1A YN nwbxrnw select NOIWNT NXMpA wInw
AT AT DK 7% KA pasa 5Nt .nnant

7™5ANT MW nwpa 53 May whan YN Nyt Sw o auivora wnnwa 1K K
NX 1mn 53pY N Sy mph5 mnen vpwa wnnwn? Saon nenb My vuw wnm
W M nwNMT 1 5y 1% prava® My i 09197 DR GTwnn nx 1% mowh nwpan
;M NX 580w5 X mmn nR Y% wrmiab ana muiwsn e wnn nnb vpwn
WA 9NN DY ar wpahl w0 i, Ypw ImRS Ornnw W Tamiaw
(W7 M2 Wb 191K 1IVIW DI NK pI) DM W KW

#include <windows.h>

BOOL DuplicateHandle(

HANDLE source_process,
HANDLE source_handle,
HANDLE target_process,
HANDLE* target_handle,
DWORD desired_access,
BOOL inheritable_target,
DWORD  options);

MR POTNS AR POTNN MR MY o avom anm nbeown U N3IYNRm NRMp
TIWRIT LIANIR AVIW 3 M1 POANT N2 mm 500wS nan Sy ma wanw) ux
PR D™Payn 1wt bRkl GetCurrentProcess () -n mmiT Jwi DR wibwm
UK .5EWN TAMT DK 93p"w MINWHT N2IN3 DR YN 500wh 0w aamin
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2wt vanara JTRUE 7w DK 7yl (991 7w 92 T Wit mmmiw 0w
.pBETT KBIWNT MW MWIT MKW V1YWY DMWHRA 1AW WMnT D70IANINRT
TV DR PFART LINIRA 1AV SHIIWNAT T ThD NIXWIT [NIK DR DY 1KY 1791
(0 T2 WA LIIRM OYynn xMpI 1k DUPLICATE_SAME_ACCESS
Wi DR AYAS Y ww Sediwnn mma weanwii 51 wann ponnnw 1o
qPonnnw a5yem nawvnd yrmnw CreateProcess () Hw »wmnm vanmixa .TRUE
™Y WA 9INT I3 1D T PYINT YW W ™A DM DX Nwa? MY W
STTIPDIT NMWA AT 1901 DR 1% 17av) 1 97902 1800 m mi 1 Ny

nx 1% m%wS mpbn May nmon ynb nwn Sy .be o mpb May nasn nyan
Content- y1nit n1w2) vY1IT MK NX L5LIT 11BY MPWY Nwi Syw non aSw vion
MR M5wWS 191 RS P71 17K N MBS y¥vima vosin Nk poxY nwn Sy (Length
RN YT nmw oy mpb

N2Ynm NX™p NOYA ¥ MWAW OW 00 MY NATVA yyann vosi MoK
.CreatePipe

#include <windows.h>

BOOL CreatePipe (HANDLE* read_pipe,
HANDLE* write_pipe,
SECURITY_ATTRIBUTES* sa,
DWORD size);

RITT TMART BRIIRT WA X1Mp21 O xS 21035 (0w 0m aw i aRmpn
97231 117K KT 7aK NN M2V NIvpaY mvw yyamT 210 vaia novnb avyin ma
593w My 19K 21035 [NMW TN DR MY 1AYAS [NW VTME NS DX (DIK 01wa
TVTIVOIT LYIT Y1V 1N 12 WANWN KW 713,77 IW 1713105 MK Wi 7o (nnaw 2
N3N DX YW omn Yyt nan Sy CreateProcess-5 XMp nwi 190 nkY 1w
772NAW M1 .(M73M 090N DY IRYRW 52002 WYw b n1T) wpmta mphnw
nrw STARTUPINFO- :on miana nuwb 7y ,bYam Y1y 1N M1yl wnnw? wand
dwFlags mwa :nvw 2w (Pnx 85 vinaix) CreateProcess-5 o™mayn 1nains
MnwY 77y hStdOutput 1w ,STARTF_USESTDHANDLES wy13pi nxX p*o1m% iy

A%w u5DI DK 23 Y WA PN 1ORY Tmn Nk

ZeroMemory( &start_info, sizeof (STARTUPINFO) );
start_info.cb sizeof (STARTUPINFO) ;
start_info.dwFlags STARTF_USESTDHANDLES;
start_info.hStdOutput = write_pipe_duplicate;

NX 715 M5 MdA% yyan NG Yw uhbit nR MOXS w1 wAnT P2nm Ny Ko
Nx 0% 5157 mpYa Yorww Yanm nys mphS y1min nk mSwH yyina ymin nnd
Riababis)

M1M5N y™nT HTTP DWW Tpbnnw win32-serve owa nwudn 21037 75y Suann
OV IMIK ¥M) 5 PIRAY WW W 801 TR BIR1IR W 005 . mpbs 1ubs nx avw
(root-% D™IMW 1023 1Y D™MBHONIT 12X 100N

T DWIAAKT NN Dwd GET-11 nwpaa nbw mpYmw URL-IT NX wABn Nwit
D°WIBIM + IR0 DTTIRM K TRV PMaY wrhw NN DW ORI PRIpn OW TRAn
URL-iT,5wn% .n711on% Dwimnax
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http://localhost:2000/fsutil+volume+diskfree+c:

NP0 AKX Y777 Twpa MNA 2000 D07 WWY IIXAT AWAN INIRA YW N 111 5y wnpe
NPDNA OW DR WHMM NI DN BINLIKT OV (MW P1 1w ) fsutil
72°X1 OWn NMIART NTI9M URL-2 AKX /-7 WD 777 SV URL-TT 7102 D70INRIKM
+ 71170 nrya

75 .n75nmm vhbn ANk i nmw mmw wibw 12 header ainS iy mawn
n1m% n1dmy header-mm n1mw wibw \r\n-a o»non’ 17y header-a mw

HTTP/1.0 200 OK
Content-Length: 133
Content-Type: text/plain

727y KT M5ww BYDT YAlp IR DK TAWT AAONT TP NITYR TRWRIT TN
JY2IpT 210 NR Nwrhwim (339 y1apn NK XS ,u5DiT Swonmxm 9K Nk 5105 121ms
MR N3N 0K Swnd) Sw 5w mpna prmm aRuw mp 1S Y R .DIWwD vopo 1R
(bwa1 execv-1 nnmp

93 NR mMpn 531 X1MpS nwi Sy .mmpYn GET x10n niwpab pr anan® 7y nwn
\r\n mnm "nw 5w gya Ty 9m>3) 71170 NK NIMY[RT MYT DY 1Y HTTP-1 Nwpa
(O791¥7

N715N MK D'¥™MN DNX 1w ™Y Py kT3 035w nwi R p11a% na Sy
windows\system32 i Jinn fsutil. exe 1x date.exe 1113

9K Mwpan).%apn XMW HTTP-iT Mwpa 53 nx 15w v5em 0% oeTab 9y nwn
(DM7W DDTHTW NIWpaT mian 5y b5 1nm

53 71X N5 NX 1729 0w Awibwa 1Mk wnnb vy 5N N12371m NKbn
5w

mpY% myap v5H NMW AYIW TN URL-m 09YNnw Dw wnn WKl 25wa
700 Ayt KDY MpYm DR Nwn Dawi 1D M3 (j21md 0knn header q1vya)
.accept-Y% MW XMp1, WP NX 10 ,NMX TWpa MW N .whn

.MpY 53 My wIn 75an My nys 2

57392 w85 nwpiani n15nm NN URL-T MAYD NK 90 wrbwit abwa 3
MW DY Y wrw 0mon

awrmn My internet explorer 1x mozilla 1135 1975 THOR WA NIWT AR XM
MR

Ovb 53 13T1vn PIRN O7%2pn DNKW IRTI DWW Nva date N7IONM IR IY™T .2
187971 Sw refresh-i1 1x reload-m M3 Sy nivmb onxw

PWwT 17 X5) mwr 0abw nawS nwab o1 wn pawb Twn 03% wr DR L3
92pn nwnw HTTP-1T MWpa DX MW TwnT DI 17 00 wnni
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A Nonblocking Server Using Select

N NR TS 3w nrasin 2inab e i Saan navn
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Responding to Windows Messages

N NR TS 3w nrasin 2inab e i Saan navn
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Permissions and Access Control Lists

In this exercise you will write a program that can display a file's list of security
permissions, assign a list of permissions to a file, and copy permissions from one
file to another.

Reading the security information associated with a file. The system call Get-
SecurityInfo reads the list of permissions for an object (a file, mutex, event,
process, and so on). Under Windows, almost every operating-system object is se-
curable, and can be assigned a list of permissions. This system call returns a struc-
ture of type SECURITY_DESCRIPTOR, which contains four fields: the owner of
the object, the groups of users to which the object belongs, the list of permissions
(the so-called discretionary access-control list, DACL), and the list of access-logging
instructions (the system access-control list, SACL). The system call allows you to
request all four fields, or just a subset.

#include <aclapi.h>

DWORD GetNamedSecurityInfo(

TCHARx* name,
SE_OBJECT_TYPE object_type,
SECURITY_INFORMATION SecurityInfo,
SID** owner,

SID** group,

ACL** dacl,

ACL** sacl,

SECURITY_DESCRIPTOR** security_descriptor);

The first argument is the name of the object, for example, a file name. The sec-
ond argument describes the type of object; for files, this argument should be
SE_FILE_OBJECT. Another system call, GetSecurityInfo, retrieves the security
information of an object referred to by an open handle, not an object specified by
name.

The third argument specifies the fields we want to read, and its value should
be a bitwise or-ing of a subset of the following constants

e DACL_SECURITY_INFORMATION

e OWNER_SECURITY_INFORMATION

GROUP_SECURITY_INFORMATION

e SACL_SECURITY_INFORMATION

The system call stores the output structure in memory, and sets the pointer whose
address is passed as the last argument. Upon successful return, this pointer will
point to the returned structure. When it is no longer needed, the calling program
must release the memory allocated to it using LocalFree. In addition to this
pointer, the system call also sets up to four more pointers to areas within the output
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structure. If the program does not request all four fields, then it can pass NULL in
the corresponding arguments 4-7.

To be able to read the DACL, the identity of the owner and the identity of the
group, the process issuing the system call must have a READ_CONTROL permission
to the object. That is, a process may not have enough permission to even read the
security information of an object. To read the SACL, the process must have a special
operating-system privelege. In this assignment, we do not read the SACL.

Obtaining human-readable user and group names. A permission entry in the
access-control list grants or denies somebody the authorization to perform a cer-
tain action on the object. The entity to who permissions are granted or denied is
called a principal. Under windows, a principal may be a user, a group of users, a
computer, as well as several other entities. A principal may be defined in a single
computer, or in a security name space called a domain. A domain usually stores the
names of principals in an organization. The system calls that return the security
information of an object do not name principals using human-readable strings, but
using internal identifiers called security identifiers (SID's). These identifiers must
be translated into strings before they are presented to human users.

#include <windows.h>

BOOL LookupAccountSid(

TCHARx* system_name,
SIDx* sid,

TCHARx* name,

DWORD* name_length,
TCHARx* domain,

DWORD* domain_length,

SID_NAME_USE* what_kind);

The system call expects, in the second argument, a pointer to a security identifier,
and translates it to a string. The translation is performed in the computer whose
name is given in the first argument, or, if the first argument is NULL, in the com-
puter on which the program runs.

The SID is translated into the name of the domain in which the SID is defined,
and the principal's name. They are returned in arguments 5 and 3, respectively.
Arguments 6 and 4 describe to the system call the length of the buffers that the
program allocated for these strings. If one or both are too small, the system call
fails but sets these variables to the required length. A program can pass 0O as the
length of both strings to find out how long they are, allocate them, and issue the
system call again with correct lengths.

The last argument returns the kind of principal represented by the given SID.
The kind can be one of the following

e SidTypeUser
e SidTypeGroup
e SidTypeWellKnownGroup
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e SidTypeComputer

e and several more, such as a domain or a computer account that is already
closed.

Processing an Access-Contol List. The DACL consists of a sequence of entries
called ACE's (access-control entry). The number of entries in a list is stored in the
AceCount field of the ACL data type. The system call GetAce reads an entry of
the list, selected by an index (starting at 0), and returns it in a structure of type
ACCESS_ACE.

#include <windows.h>

BOOL GetAce(ACLx* acl,
DWORD index,
VOID** ace);

The call returns an entry by setting a pointer to it. An access-control list can contain
several types of entries, each represented by a different data structure. To allow
programs to identify the data type of a specific entry, all entries start with a fixed
prefix, which describes, among other things, the type of the entry. The data type of
the prefix is ACE_HEADER, and its AceType field describes the entry's type. In this
assignment we will process entries of the following types,

e ACCESS_ALLOWED_ACCESS_TYPE

e ACCESS_DENIED_ACCESS_TYPE

but there are many more types. The data types corresponding to these entries
are ACCESS_ALLOWED_OBJECT_ACE and ACCESS_DENIED_OBJECT_ACE. As their
names suggest, the first type grants access and the second denies access. In the
access-allowed and access-denied data types there are two important fields: Mask,
which describes the kinds of allowed/denied operations (each operation is repre-
sented by one bit in this field), and SidStart, whose address is the address of the
SID for the principal that is granted/denied access by the entry. That is, the pro-
gram must compute the address of this field, and use this address as the address of
a SID structure. It seems that the rationale behind this odd interface is that SID is
not a fixed-size structure.

The best way to process access-control entries in a program is using a union
data type to store the data returned by GetAce. This union should include both
the header data type and the access allowed/denied types. The program first uses
the header member of the union to determine the kind of entry represented by
the data, and then the appropriate specific member.

The allowed or disallowed actions are described by the bits of the Mask field.
You can inspect, set, or clear individual bits using the following constants. The first
three constants are specific to files, while the rest apply to most object types.

e FILE_GENERIC_READ
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e FILE_GENERIC_WRITE

e FILE_GENERIC_EXECUTE
e GENERIC_READ

e GENERIC_WRITE

e GENERIC_EXECUTE

e GENERIC_ALL

e DELETE

e READ_CONTROL

e WRITE_DAC

e WRITE_OWNER

e SYNCHRONIZE

Creating a new access-control list. We shall now learn how to create a new access-
contol list. The list must be created in a contiguous area of memory that should be
allocated with LocalAlloc. We shall later see how to compute the required size
of this area. But first, let's see the system calls that are involved.

#include <windows.h>

BOOL InitializeAcl(ACL* acl,

DWORD acl_length,

DWORD acl_revision_level);
BOOL AddAccessAllowedAce(

ACL*x acl,

DWORD acl_revision,

DWORD access_mask,

SID* sid);
BOOL AddAccessDeniedAce(/* same interfacex/...);

The first system call initializes the list. Its arguments include the address of the
memory area allocated for the list, the size of this area, and the version for the
required list. There are two possible versions of access-control lists in Windows,
a simple one, ACL_REVISION, and a more sophisticated one, ACL_REVISION_DS.
The first supports only generic actions, and is sufficient for this assignment. The
second version supports object-specific actions, such as separate actions for files,
processes, events, and so on. Older releases of Windows support only the simple
version,

The next two calls each add a single entry to a list: the first adds an entry that
permits access, the second an entry that denies access. In each, the first argument is
a pointer to the DACL, the second a revision constant (same as in the initialization
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system call), the third is a union of the operations that this entry allowes/forbids,
and the last is an identifier of a principal.

The entries in the new list are ordered according to the order in which they
were added to the list.

The size of the memory area allocated to the list should include the size of an
ACL structure and the sum of the sizes of the entries. The size of entries varies,
because the size of SID's vary. Therefore, you should compute the size of each
entry using a formula such as

sizeof (ACCESS_DENIED_ACE)-
sizeof (DWORD)+GetLengthSid(sid) ;

The system call GetLengthSid, returns, of course, the length of a given SID. The
reason that we subtract the size of a DWORD is that the SidStart member of the
ACE structure, whose only purpose is to mark the location of the variable-length
SID, is a DWORD.

Linking the list that we have created to a specific operating-system object is
performed using the following system call:

#include <aclapi.h>

DWORD SetNamedSecurityInfo(

TCHARx* name,
SE_OBJECT_TYPE object_type,
SECURITY_INFORMATION SecurityInfo,
SIDx* owner,

SID* group,

ACL* dacl,

ACL* sacl);

The interface of this system call is similar to that of GetNamedSecurityInfo,
except that here we pass pointers to structures rather than pointers to pointers to
structures.

The assignment. Write a program called win32-acl that can display the owner
and access-control list of a file, and that can assign a new access-control list to a
file. When the program is executed with a single argument, a file name, if prints
the name of the owner of the file (both owner and group) and the file’s DACL. For
example,

c:> win32-acl c\:temp

owner: [U] SWIFT\Administrator
group: [G] SWIFT\None

Allow: [A] BUILTIN\Administrators
generic:---- file:RWE

Allow: [W] \CREATOR OWNER
generic:A--- file:——-
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The letter in brackets before each principal describes the kind of principal: U for
users, G for an arbitrary group of users, and W for well-known groups (groups that
the operating system defines implicitly, not with an explicit list of members). The
program should display, as in the example, the type of every entry in the list (allow
or deny), the principal, and the generic and file permissions, where each action is
represented by a sinle letter.

When the program is executed with two arguments, a file name and an excla-
mation mark, it should assign a new two-entry DACL to the file. The first entry
should allow the owner of the file all the generic permissions, including reading
and changing ownership and access-control permissions. The second entry should
deny the owner of the file writing to the file.

In addition to implementing the program, answer the following questions.\

1. Attach to your submission the output of the program on the file c:\temp
and on the executable file containing the program itself.

2. Create a new file using a text editor, and attach the program’ output on that
file.

3. Now assign a new DACL to this file using your program, and try to read from
it and to write to it. Do you have permissions to read and write? Attach the
output of the program on the file with the new DACL.

4. Now try to inspect these permissions using the operating system's graphi-
cal user interface. Right click on the file in Windows Explorer and choose
properties, then security. What happens, and why do you think it happens?

5. Allow the operating system to modify the permissions according to the sug-
gestion in the dialog box. Can you now read and write from the file? Attach
the output of your program on the file now.

49



Impersonation and Access Tokens
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Dynamically-Linked Libraries
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The Windows Registry
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