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How does privacy fare in medical data within a dynamic technological
environment? Medical data is generated across a wide range of contexts,
including the provision of healthcare, the purchase of medications, the use of
medical devices, health-related internet searches, and activity on fitness
devices. Such data possesses considerable value: clinical value for patients in
enabling optimal medical care, economic value for commercial entities, and
public value in advancing medical research, identifying epidemics, and
improving healthcare systems. At the same time, the right to privacy in
medical data enjoys both constitutional and statutory protection.

This article examines three points of intersection between health, technology,
and the law: the growing use of big data, particularly in medical research; the
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integration of artificial intelligence into both medical research and clinical
practice; and the transformation of the medical information ecosystem into a
complex, multi-actor environment characterized by intensive, multi-
directional flows of information. The article seeks to identify and refine the
distinct privacy harms arising in each of these contexts, arguing that privacy
risks are not confined to concerns over data breaches but extend throughout
the entire data lifecycle. The article further contends that anonymization is
not a panacea for contemporary privacy challenges.

The article proposes a multidimensional solution. Legally, it advocates
establishing individuals’ continuous control over their personal medical
information, strengthening informed consent, imposing more stringent legal
obligations, and ensuring effective enforcement. Ethically, it calls for
fostering greater awareness of the importance of privacy through education
and public engagement. Technologically, it emphasizes embedding legal and
ethical principles into system design. The article concludes that the protection
of privacy and the advancement of technology should be pursued in tandem,
with privacy understood as the individual’s continuous control over their
personal data.
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,NPYIN-PI MDY NPV TY NIRN DVDIN DI 11D NNPWYN NNV ANDL NXIAPA NNXY ,NINT NPV .THPNDWNH NN
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Processing for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, shall be subject to appropriate safeguards, in accordance
with this Regulation, for the rights and freedoms of the data subject. Those safeguards shall
ensure that technical and organisational measures are in place in particular in order to ensure
respect for the principle of data minimisation. Those measures may include
pseudonymisation provided that those purposes can be fulfilled in that manner. Where those
purposes can be fulfilled by further processing which does not permit or no longer permits
the identification of data subjects, those purposes shall be fulfilled in that manner.
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73 5190199 18326-05-18 ('N DIVY) NN HWNY INT .MDX0IN 292 NN DINT NAMIVY G012 .(8)2 9PYD 297 NN NN — MDOIN

.(30.9.2021 y2)) NV
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