THE DISCRETE LOG
Is VER‘/ DISCREET

AVITAL SCHRIFT = ADI SHAMIR
APPLIED MATH DEPT
THE WEIZMANN INSTITUTE OF SCIENCE

TSRAEL

THE GENERAL PROBLEM:
LET § BE A oONE WAY FUNCT 104

X —» $(x) _f(x) —_— X
£ﬂ§7 DIFF1<uLT
How EVER, PARTIAL INFORMATION ABoUT

X Mﬂ7 LEAK oUT. LET B BE A PREDI¢AT::

£ (x) P B(x)

TYPICAL CLASSES OF BooLEAN FREDICATES:
~-FPARTICULAR BITS
~ RELATIONSHIP BETWEEN BITS

- ﬂQBITRHR? PREDICATEs oN A SUBSET of BIX,

s
THE PROBLEM CONSIDERED
Id TH1S TALK:

f)%(x) - 3" (am/nl 'n-)

WHERE*
— m 15 P BLUM IATEGER (Wrru
UNKNOWN FAcToRzamu,J):

m=f-q, Pq frimes |e|=[q],
Prg=3 (med u),

-3 IS A QUADRATIC RES1IDUE
MopULe M WHICH 1S EITHER Rnnpom7
CHOSEN OR SUARANTEED To HAYE A

H1GH OrRDER

WE WRANT To PRovE:

FOR AN BooLeaw FPREDICATE B
OF THE R1G6HT HALF OoF THE BINBR;
REPRESENTATION OF X,

B(x) CANNOT BE AFPROXIMATED wWiTH
A NON-NEGLIGIBLE ADVANTAGE FOR

X
RANDOMLY  CHOSEN  THPUTS § m §(nekn)

UNDER THE SoLE ASSUMPTION THAT
PoLyszze CIRCUITS <ANNoT FACTOR

A NoN-NEGLIGIBLE FRA<TION OF
BLum INTEGERS .




THE NEW 1DEAN:

FOR A FRIME MODULUS m:

m i
FOR A <COMFPOSITE MOpULYUS m:

n m-g)  w-(P1)(§Y)
J = *J

P+ 1-1

(med )

m- +f‘+1~1
=9 H = 3

(UNLESs THE ORDER OF § TS ExTREmELY sm)

(med ~)

LET S=F+q-1 . Thew:

-~ S 15 smALL (HALF S12E NUMBER).

-9 (medm) IS ERsy To <omeute.

= kNOWLEDGe OF S IMPLIES FACTORING.

THE MIDDLE BIT OF THE DI1SCRETe
LOG C<CANNOT BE <OmPYTED .

s= |o-
THE anmf REFPRESTENTATION OF THE
DISCRETE LOG OF gm' (mod m),

O-prr—rman

THiS REPRESENTATION <AN BE MOVED

LEFT ( BiTs BY CONSIPERING THE

¢
M
PISCRETE LOS OF 3" (M n\))
fROVIDED THAT dcl%l )

37 VIEW14G THE MIDDLE BIT

THROUSHOUT THE LEFT-SAIFT PROCESS,

WE <AN 6ET ALL OoF S AAD THUS

- a— = an

| 5]

THE MipDLE BIT OF THE P1S<Rere
LeG CAANoT BE APPROXIMATED:
R fm reg's
CoNSIDER 3 3 =9 (M'wd m)

THE SoLUT1I0WN:

- FIRST MovE S  ALL THE wn7

To THE LEFT:
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AS LONG AS (<3 THE ADDITION 15

udL:zeu; TO <AUSE AN OVERFLOW OR

TO SKEW THE DISTRIBUTIoN OF THE REsu(T.

WE cAN REPEHTEDLy APPROXIMATE THE
mippLE BIT IN THE Sum

BUT WE HAVE Tg <ONTRoL THE cmz:zy 1N7o

- RANDOMIZE SUFFICIENTL7 MANY TImES

To FIND THE LSB OF S WITH

OVERWHELMING PROBABILI T7

— ZERO THiIS B1T 14 S} AYD RePeEAT

WITH FEWER

LEFT SHIFTS




THE RIGHT HAND SIDE BITS CANNoT
BE APPROXIMATED:

s [G'—--—;) .,,.,.:‘

4’-
R |- |

- WE CRAd FInND ALL THE BITS oF S
To THE RIGHT OF THE WINDOW

—~To SHIFT S To THE RIGHT OF I7§
OR1GINAL FPos1TION, Weg HAVE To
EXTRAST SQUARE ROoTS

— BUT THIS IS DIFFICULT WHEW THg
FAcTORIZATION oF ™ 13 UNKNowp

i’
THE SoLUTIoN:

WE RANDOMIZE THE CHOICE OF a:

jn IS RANDOM

3(‘.11:3? (de h)
3=9, FR k=3

SQVARING MmopULO BLUm 1NTEGERS
15 A PERMUTATION ovER QUADRATIC
RESIDUES, So 3 1S RANDOM,

Now \/? (wed m)  cAN BE

COmeuUTEp RS 32“175 SQVARE

Root 15 93} ETc.

THE LEFT HAND SIPE B817s
CANNOT BE ﬂPPROXIMﬁTsD:

S I:‘-_ s () st --&.—W]
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EFFECTS OF Tyg
WE <AdNOT PREVENT THEVADIITroN

CARRIES oN THE WiNDdow YALUES:

2 -3 Y —
. l-m DA £ E
M__:'

WE GUESS AND 2ERO THe 0(%%)

Bits 1IN THNE SHIFTED s WHICH AgE
| To THE bW R1GHNT of THE WINDOW

TE we QAL o2vrua . a-

FOR EARCH BIT FPOSITION AND EACH
GUESSED VALUE OF THE o =)
BITS WE SET SOME FReDICTION
oF oNg BIT IN S

We <AN <HAIN THESE PREDIKTIONS
FROM R1IGHT To LEFT 1IN A

VI1QUE  WAY:

ASSUMPTION
0« 11910

{e=— 01101
{1 «—10110

Qe—11011

concLVSIon: 014014010

“We GET O(Q,am.) POSSTBLE PIT STRINGS
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OVERALL METNOP FoRr LEFT HAND SIDE
WINDows:

u ]
S
A

E-laa-n.
Ve Pleces. GET

DIVIDE S INTO
POSSTBLE VALUES FoR EASH
COmBINE INTO O(ijﬁ,)

Q(QG‘BM)
PossaBLE VALUES, USE EXPONENTIATION

Pigce .
Jo PICK THE CORREST VALVE .

OfEN FPROBLEM: HOW SECURE PRE

THE BITS BETWEEN %n\. AND
¢ Loqm 2

SIMULTANEOUS B1IT SECyr 117 £

TO FPROVE THAT THE WH¥ R1GHT

HALF OF THE BITs ARE SImUcmdgawq

SECURE, IT SUFFICES To SHOW THAT

NoNE OF THEm <AN Be APPROXIMATED

EVEN WHEN
To THEIR

SIVeN ALL THE B1Ts
RIGAT.

ASSUME  TH3s 15 pNoT THE <A SE:

i
L !
L —
GIVEN ALL THESE Brrs

)

WE CAN APPROXImATE
THE E~TH BIT for <2

BUT 14 OUR PROOF TECHNIQUE
THE R1GHT HAND BITs ARE
ACTUALLY KNOWN:

2-s p=o Ho—9)
+

R [ —~|

Sso WE <ouLD VUSE THE RADVANTAGE

To <cOmPUTE S PAND THULUS FACTOR m
WITH HIGA PRdBﬂBILlTy.




